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Cnucok M3MEeHeHUH JOKyMeHTa

Pepakmus JlaTa BHeceHUsI
Kpatkoe onucanue n3MeHeHU B JOKyMeHTe
JOKyMeHTa H3MeHeHHUi
01 - HavampHas Bepcust TOKyMeHTa -
AHHOTALUA

Hacrosimuii TOKyMEHT MpeaHa3Ha4eH IS MCIOIb30BaHHs CETEBBIMU aJIMHUHHCTPATOPAMH, B
nporecce KoHpurypupoanust kommyTtaropa ESP-6UC (manee kommyTaropa).

PeI[aKLII/I?I HaCTOAIICTO TOKYMCHTA (yKa3aHa Ha TUTYJbHOM J'H/ICTG) J0JI’KHAa COOTBETCTBOBATH
COBMECTHMMOH C HHUM BEPCHU BCTPOCHHOro mporpammuoro obecrneuenus (I[10) kommyTtaropa,

ykazanHoi B Tabnuma 1.

Tabnuma 1. CoBMeCTUMOCTD peAaKIIUii HACTOSIIETO JOKyMeHTa U BcTpoeHHoro [1O kommyTaropa

Penakuus nokymenra Bepcust Bctpoennoro 1O

01 1.10.x*

L rne x — mr060e ymcio
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1 O01ee onucanue

Web-unrepdeiic npennazHaueH ajisi BHYTPUIIOIOCHOTO YIIPABJICHUS KOMMYTAaTOPOM IO CETH

Ethernet.

1.1 MoakJarouYeHHue K NEPCOHATIBLHOMY KOMIIBIOTEPY

[ToaxiaroueHue KOMMyTaTOpa K HEpPCOHAIBHOMY KOMIIBIOTEPY OCYILECTBIIAETCS 110 UHTEepdeiicy
Ethernet. Ethernet kabenb, M0 KOTOPOMY OCYIIECTBIISICTCSI YIPABICHUE, MOXKET OBbITh IMOJAKIFOYCH K
JT000MY IIOPTY KOMMYTATOpa, C KOTOPOI'O Pa3peLIeHO yIpaBIeHHE.

[lepen coenunenunem o nporokony HTTP Ha komMmyTaTtope nomKHBI OBITH 3a1aHbI [P-agpec u
MackKa MoJICeTH.

IP-anpec no ymomuanuto: 192.168.0.200, macka cetu o ymonuanuio: 255.255.0.0

IP-anpec u MacKy MOJCETH MOXHO M3MEHHTh, UCTOnb3ys komanay CLI config ipif” uepes
BHEIOJIOCHOE YITpaBlIicHHEe KOMMYTaTopoMm 1o untepdeiicy RS232/485.

[TepcoHaIbHBIN KOMIIBIOTED, C KOTOPOT'O OCYILECTBISAETCS YIIPABICHUE, 1OJKEH:

- umets [P-anpec, ornnynsii ot IP-anpeca koMmMmyraropa;

- HaXOJUThCS B TOM )K€ MOJICETH YTO U KOMMYTATop;

- IMETh YCTaHOBJIEHHBIH cTek nporokosnoB TCP/IP;

- IMETh YCTaHOBJICHHBIN Opay3ep (Harmpumep, Google Chrome).

HUzm. |Iloxm. | Jlata
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1.2 HavaJabHbIii BX0 B IPOrpaMMy KOHGUIYPpUPOBaHUS

Ha nmepconanpHOM KOMIIBIOTEpE JOJDKEH OBITH 3amymieH Opaysep. B cTpoke anpeca nomkHa
OBITh BBEJICHA CTPOKA BHJIA!

http://IP_anpec_xommyTaropa

Hamnpumep, npu [P-agpece kommyTtaropa 192.168.0.200 He0OX01MMO BBECTH CTPOKY:

http://192.168.0.200

[Tocne coemuHeHUsT B OKHE Opay3epa MOSBHUTCS MPUTIIANICHUE BBECTH HMS IOJL30BATENS H
napoib (cM. Pucynok 1 — Ctpanuiia « ABTOPH3AIIU).

Jlns  mepBOHAYaNBHOTO BXOJAa IMOJIb30BaTelbh JOJDKEH HCIONb30BaTh HACTPOUKHU IO
YMOJTYaHHUIO:

HUma nonvzoeamens: user

Iaponw: password

OIHOBPEMEHHO MOXET OBITh OCYIIECTBIICH BXOJ TOJBKO OAHOTO mosib3oBaresis mo Web. Eciu
HeoOXoauMO BoiTH Ha kKommyrtaTop mo Web apyromy mosb30oBaTesno, TO MEPBBIN IMOJB30BATEb

noiokeH BT U3 Web-unTepdeiica HaxxaB KHONKY «BbIATHY.

HUzm. |Iloxm. | Jlata
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KommyTtaTtop: ESP-6UC-S
IP agpecc: 192.168.0.200

[Mone3oeaTens

[Naponk

Pucynok 1 — Ctpanuiia « ABTOpU3aIIHs»

[Tocne naxartnsa kHonku «BXOJ» MOXHO OCYLIECTBIATH HACTpPOMKY Kommyrartopa. /Jlms

nepexojia MeXKIy pa3TudHbIMU CTPAaHUIIaMU UHTEp(erica NCTIONB3YETCs IEPEBO B JIEBOW YACTH DKpaHa.

HUzm. |Iloxm. | Jlata
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2 Onucanue \WEB-uHTepeiica

Kaxnas crpanuia Web-unrtepderica MoxeT ObITh YCIOBHO pasjeiicHa Ha 4 30HbI (cM. PucyHox
2 — Oommii Bun crpanun Web-unrepdeiica):

— JIeBasi 4aCTh CTPaHUIBI (30HA 1) — 1epeBo, IPYNIHUPYIOIIEE CBI3aHHBIC DIIEMEHTHI,

— BEPXHSISl YaCTh CTPAHMIIBI (30HA 2) — C KHOIIKAMHU YIIPABJICHHSI KOMMYTAaTOPOM;

— LIEHTpaJIbHAsl YaCTh CTPAHUIIBI (30Ha 3) — 3/1eCh OTOOPaXKaeTCst OCHOBHAS MH(pOPMAIHS;

— HW)KHSIS 4aCTh CTPAHUIIBI (30HA 4) — ¢ KHOITKAMH YIIPABJICHUSL.

[Tepexon mexay crpanuiiamu Web-untepdeiica OCyIiecTBIseTCs MyTeM BBIOOpA TOTO WM

MHOTO JJieMeHTa B jepeBe (3oHa 1). Haxarne Ha cumBoOI = MPUBOJIUT K OTKPBITHIO
COOTBETCTBYIOILIETO pa3jena.

VYnpaBieHue OCHOBHBIMH HAcTpOWKaMu (PacHojIOKEeHO B 30HE 2), BbIOOp s3bIKa, «BbIxom»
«IIepezarpy3zka».

— KomOunauust «BbiOop si3pika» — mpeqHa3HadeHa JUIsi U3MEHEHHUS S3bIKa, Ha KOTOPOM
nocrynen Web-untepdetica (Pycckwuii, English).

— KomOunanusa «llepesarpy3ute» — mpeAHa3HadeHa MJs BBIIOJHEHMS Iepe3arpy3ku
KOMMyTaTopa (mepe3arpy3ka KOMMYTaTopa IMPOHCXOJIUT MPUOIU3UTENBHO 4epe3 6 CeKyH[ Iocie
HaXKaTHsl TaHHOW KHOIKH).

— KomOunanus «BpliiTu» — npu HakaTWW Ha KHONKY «BwiiiTH» mpoucxoaut Beixoa u3 Web-
uHTepdeiica.

KHomnku ynpasieHus (pacroyioskeHHbIE B 30HE 4) MOTYT ObITh HECKOJIBKHX BHJIOB:

— KomOunanus «3arpy3uThy» — MpH HaKATUM HAa KHONKY «3arpy3uTh» MPOUCXOAUT 3arpys3ka
JIAHHBIX U3 KOMMYTaTopa U 0TOOpakeHHe MX Ha dKpaHe (B 30HE 3);

— Komb6unanus «3arpy3uth»/«CoxpaHuTh» — TpPU HaXAaTUU HAa KHOIMKY «3arpy3uTb»
MIPOUCXOJUT 3arpy3ka JaHHBIX M3 KOMMYTaropa M OTOOpakeHHE MX Ha dKpaHe (B 30He 3), MpH
HaXXaTUM Ha KHONKY «COXpaHUTh» IPOUCXOIUTH Ieperada OTPENaKTUPOBAHHBIX I10JIb30BATEIIEM
JTAHHBIX (U3 30HBI 3) B KOMMYTAaTOP;

— KomOunamus «3arpy3uth»/«Jl00aBuTh» — NpH HAKATUH HA KHOMKY «3arpy3uThy»
MIPOUCXOJUT 3arpy3ka JaHHBIX M3 KOMMYTaropa M OTOOpakeHHE MX Ha dKpaHe (B 30He 3), MpH
Ha)KaTUM Ha KHOMKY «/l00aBUTH» MPOUCXOIUTH OTKPBITHE OKHA «PemakTHpoBaHWE» C JaHHBIMU I10

YMOJYaHUIO, MIPU HAXKATUU HA CTPOUKY B TaOJIMIIE TPOUCXOTUT OTKPHITHE OKHA C JAHHBIMH U3 30HBI 3.

HUzm. |Iloxm. | Jlata
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B oxne «PeI[aKTI/IpOBaHI/Ie» KHOIIKa ((COXpaHI/ITB» OpUBOAUT K II€pE€aady€ BBCACHHBIX I10JIb30BATCIEM

JaHHBIX B KOMMYTATOp, a HaXaTHUC KHOIIKH ((Y,I[aJ'II/ITB» IIPUBOJUT K 3aKPBITUIO OKHA M YIJAJICHHU

COBETYIOIMX JAHHBIX, HA)KATUE BHE OKHA WMJIM Ha X IPUBOANUT K 3aKPBITUIO OKHA 0€3 BHECEHUS
U3MEHEHUH B KOMMYTAaTtop. B 3aBUCHMMOCTH OT COJEpXKHMMOIO 30HbI 3, KHOIKH «/loGaBUTB» H
«¥Y 1anuTb» MOTyT OBbITh HEIOCTYIIHBI UM HE OTOOPaXaThCsl.

— Ipyrue KOMOWHAIMK ONKCAHBl B COOTBETCTBYIOIIMX pa3/iesiaX JaHHOTO PYKOBOJICTBA.

Ecnun undopmamus He momemaercss B 30HE 3, TO B HEW (HOPMHUPYIOTCS TOMOIHUTEIHHBIC
JIEMEHTHI YIpaBieHUs (OTMEYeHbl Kak 30Ha 5). [lomp3oBaTenb MOXKET MEPEKIYaTbCs MEXITY
JIONIOJTHUTEIbHBIMM CTPAHULAMHM HaXHMas Ha 3HAaKH «<<» (Ha MEpBYIO CTpaHULy), «<» (Ha
MPEABIIYIIYI0 CTPAHUILY), «>» (Ha CIENYIOUIYI0 CTPaHUILy), «>>» (Ha IMOCJIEIHIO CTpPaHUIy) WU

HCIIOCPCACTBCHHO BI)I6I/Ipa$I CTpaHULly HAXKUMas Ha KHOIIKY C HOMCPOM CTPaHUIIBI.

Jloruyecku 371eMeHTbl CrPYIIMPOBAHBI CIETYIOLMM 00pa3oM:

— Tpynmna «YmpasiaeHue». Bce n3MeHeHts, BHOCUMBIE B JaHHOH I'PyIIe, HAYMHAIOT IEHCTBOBATh
HEMOCPEJCTBEHHO MOocJe UX BHeCeHMs. Tak e Ha CTpaHMLAX ATOH TpyHIbl OTOOpa)xaroTcs
TeKyllast ”HPopMaIus 0 KOMMYTaTope;

— rpynna «Hactpoiiku». /laHHas rpynna 1no3BoisieT peAakTUpOBaTh HACTPOMKU KOH(UTYpaluu
KOMMYTAaTopa, KOTopas 3arpy’kaercsl IIpu BKIKOYEHUU. V3MeHeHus, BHOCUMBIE HAa CTPAaHMIAX
JAHHOM TpYMIIbl, HE U3MEHSIOT TEKYIME HACTPOUKH KOMMYTAaTOpa;

— OCTaJIbHBIE JJIEMEHTHI. DJIEMEHTHl JaHHOW TPYIIBI HE CIrPYNIUPOBAaHbl U UCIOJIB3YIOTCS JUIS

00111ero ynpasjieHus KOMMYTaTOPOM M OTOOpakeHust 0011ei nHpOopMaIi 0 KOMMYyTaTope.

HUzm. |Iloxm. | Jlata
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WHOPMaLMA
WHTepeics!
CHCTEMHOE BpeMa
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Pucynok 2 — O6mmit Bug crpanui; Web-unrepdeiica
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2.1 Crpanuna «Mudopmanus»

Ha crpanune «Mupopmanms» (cMm. Pucynok 3 — Crpanuna «MHpopmMalus») oToOpakaroTes
HE peIaKTHPyeMbIC MapaMeTpbl, OMUCHIBAIONIME THII KOMMYyTaTopa (KOH(pHUrypauuio MOpPTOB), €ro
CepUITHBIIT HOMEp, HOMEp 3arpy>KeHHOH KOH(HTypaluu, TeMIlepaTypy KOMMYTaTopa, OIHCAHHE
kommyTtaropa, MAC-anpec (rinoGaiapHbI M TEKyIIUi), BpeMs pabOThl (C MOMEHTa BKJIIOUEHUS),
uHpopmanuto o6 agpece kommytaropa Ha mmHe CompactPCl (monst "GA” u “SGA”), 3arpysky
mporeccopa W omeparumBHOM mamsaTtH. [loms «Bpems paboTe», «3arpy3ka mporeccopay,
«Temneparypa xommytatopay u «O3Y Bcero/cBo0OAHO» OOHOBISIOTCS C TEPHUOJIOM OKOJIO |
CCKYH/IBI.

Penaktupyembie mapaMeTpbl (MECTOMOJOXKEHHE, UMSI KOMMYTAaTropa, aJIMHHUCTPATOpP) MOTYT
OBITh N3MEHEHBI 1 COXPaHEHBI HAKaTHEM KHOTIKH «COXpaHUTHY.

Haxxatue KkHONKHU ((38.pr3PITB>> IIPpUBOJUT K OOHOBIIEHUIO BBIBCACHHBIX HA SKPaH OAHHBIX.

WHpopmauns
MecTononoxexune
24 *10/100/1000 Base-T/TX/T
3 VmA kommyTaTopa
ESP-6UC Ethernet Switch
31 AQMuHKCTpaTop
Elcus ESP-6UC-S Ethernet Switch. Firmware version 1.10.0
00:50:¢2:b1:a1:7f
00:50:¢2:b1:a1:7f
10
31
00:05:42,59
3arpyska npoueccopa 3arpyska O3Y Temnepatypa koMmyTaTopa
-
4% 65536/21220kb 32°C

Pucynok 3 — Crpannna «adopmanus»

HUzm. |Iloxm. | Jlata
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2.2 Crpanuna «Uurepdeiich»

Ha crpanune «utepdeiice» (cM. Pucynok 4) ortoOpakaercss uHGOpMamus O KaXIOM U3
MOPTOB KOMMYTaropa (OMHCAaHHE, TEKyIIas CKOPOCTb, TEKYIee COCTOSHHUE TMOIKIIOYCHHS, BPEMs
MOCJICIHETO M3MEHEHHs cTaryca (C MOMEHTa BKJIFOUEHHS KOMMYTAaTropa), CTaTUCTHka). Haxarue

KHOIIKH (<3arpy31/ITb>> IIpUBOJUT K OOHOBJIEHUIO BBIBCACHHBIX Ha 3KpaH JaHHBIX.

WHTepdeiicsl
Nopr Oncanwe Cropocrs Texyunn crarye ) BaiT nonyseno B e T s
1 10/100/1000 Base-T OTimoveH 00:00:00 a ']
2 10/100/1000 Base-T 100 Mbit Mopkmiosen 00:00:05 87012 616 4 7
10 Base-T - Omrmouen 0 0
L 10/100/1000 Base-T - OTkmoMEH 00:00:00 a a a ]
10/100/1000 Base-T - Omwmouen 00:00:00 ] 0
10/100/1000 Base-T - OTrnoses 0 ) o 0
10710071000 Base-T . - 000000 0
10/100/1000 Base-T OTrmones 00.00.00 a a o 0 0
10/100/1000 Base-T OTemoueH 00:00.00 1] 0 '] ']
10 10/100/1000 Base.T OTknmouas 00:00:00 a a a 1] o
1" 10/100/1000 Base-T OTimovaH 00:00:00 a a
12 10/100/1000 Basa-T OTkMIOMEH 00:00:00 a a a ]
13 1010071 Omrmouen 00.00.00 ] 0
14 10/100/1000 Base-T - OTkmoMEH 00:00:00 a a a
1 10 Omrmouen 00.00.00 ] 0
16 10/100/1000 Base-T - OTrnoseH a a ] a 0
17 10710071000 Base-T : fa— 000000 0
18 10/100/1000 Base-T OTRMoNeH 00:00.00 a a a '] 0
19 10710071000 Base.-T e 10,0000 ) ) o o
20 10/100/1000 Base-T OremoneH 1] 0 0 '] 0
2 10/100/1000 Base-T OTemovaH i] 0 0
10/100/1000 Basa-T OTkMIOMEH 00:00:00 a a a ] 1]
23 10/100/1000 Base-T - Omrmouen 00:00:00 0 0

Pucynok 4 — Crpanuna «uTepdeiicen
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12
['®KII.00360-01 90 01

2.3 Ctpanuna «CucreMHoe BpemMsi»

Ha crpanune «CucremHoe Bpems» (cM. PucyHok 5) oToOpakaeTcst TeKyllee BpeMs U BpeMs

3arpy3ku. [Tpu BrimroueHun (eciiu He HacTpoeH cepBep SNTP) ycranasnuBaercs nata 01 saBaps 2015
roaa u Bpemsa 00:00:000.

CucreMHoe Bpems

01 Jan 2015 02:32:14
Bpema sarpyzxm

01 Jan 2015 00:00:00

Dara
21.01.2015 ]

Bpema

0@ : 00 : 00 @

Pucynok 5 — Crpanuna «CrucreMHOE BpeMsi»
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2.4 I'pynna cTpanul «YnpaBJieHUe»

B rpynmy crpaHun BXOZAT:

«SNMP», «SSH», «Syslog» wu rpymmer crpanun  «L2y,

«MOHI/ITOPI/IHF» u «HOHOJ’IHI/ITCHBHO».

crpannna «lP-untepdeiicy, «HHTEpdeiick ynpaBiIeHUs»,

N3m.

IMonam.

Jlara

«QoSy,

«ACLy,

«be3omacHOCTEY,
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2.4.1 Ctpanuna «lP-unrepdeiic»

Ha ctpanuie «IP uarepdetic» (cMm. Pucynok 6) MokHO 3amath IP-agpec kommyTaTopa, Macky
MOJICETH M OCHOBHOM U3 WM monydenue |P-agpeca, mMackum W agpeca OCHOBHOTO ILTIO3a C

nomorsio mporokona DHCP.

IP nHtepdeic

Wcnonesoeate DHCP

IP agpec
192.168.0.200

Macka noaceTH
25525500
OCHOBHOM LUNIO3
0.0.0.0

Pucynok 6 — Ctpanuna «IP nuaTepdeiic»
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2.4.2 Ctpanuna «urepdeiichl ynpaBjieHus»

Ha crpanune «MaTepdeiice yrnpasneaus» (cM. PucyHok 7) comepkutcs 6510k «Bce», KoTophblit
copepxkutr Hactporiku obmme s CLI u Web-unrtepdeiica. Ilo3Bonsier HacTpamBaTh Bpemsi
aBTOMATHYECKOT'O BBIXO/IA.

brox «CLI», conepxxut HacTporiku yHukaiabHbie s CLI. Tlo3BonseT HacTpamBaTh CKOPOCTh

obmena o uatepdeiicy RS232/RS485.

WHTepdenchbl ynpaBneHns

Bce
BhIxoaWTh U3 CLI M WEB nocne

Huroroa A

CLlI
CropocTb oOmMeHa no RS232/485

115200 v

Pucynok 7 — Ctpanuna «HTepdeiicsl ynpaBieHus»

HUzm. |Iloxm. | Jlata
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2.4.3 Ctpanuna «SNMP»

Ha crpanunie «SNMP» (cm. PucyHok ) comepkutcs 0ok «Trap», KOTOPBIA IO3BOJISIET
HacTpouTh BbiAady coobmennii SNMP TRAP u 6mok «Link Up/Link Down Trap», KoTOpbiii

MO3BOJISICT Pa3pelInTh BhiAauy coobmenuii Link Up/Link Down mist kaykaoro u3 mopTos.

SNMP

PespewnTs TRAP Mopt PaspewnTb Boinavy coobwenui Link Up / Link Down

I 0000000000000 000D0

Pucynox 8 — Crpannmia «SNMP»

HUzm. |Iloxm. | Jlata
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2.4.4 Crpanuna «SSH»

Ha crpanune «SSH» conmepxkarcst 6soku «O0mue Hactpoitku» u «Hactpoiiku cepepa» (cwm.
Pucynok 9).

bnok «O0ume HacTpoiKu» MO3BOJISIET HACTPOUTH anroputmbl mudposanus (3DES, AES128,
AES192, AES256, Arcfour, Blowfish, CAST128), koutpois temoctHoctd aanubsix (MD5, SHAL) u
METO/IbI aBTOPHU3AIMHU (110 APOJIFO U/WIIK 110 OTKPBITOMY KJIFOUY).

brnok «Hacrtpoliku cepBepa» IMO3BOJSICT HACTPOUTH 0OmUEe TapaMeTpsl cepBepa SSH
(MakcHMMaJIbHOE KOJMYECTBO OJHOBPEMEHHBIX CECCHH, TaliMayT cepBepa, MAaKCHMAJIbHOE KOJIHYECTBO

omboK ayTeHTU(HKauK, Homep mopta TCP mist paboThl cepBepa).

SSH

OCHOBHbI& HACTPOWKK HacTtpoliku cepBepa

Hoctyn no SSH IMaKCcMMansHOe KoM-Bo 0OHOBPEMEHHGIX CECCHA
Paapewwex v 8

3Ha4eHWe TailMayTa cepsepa (CeKyHab!)

ANropuTMel LWNGpaumun 120

3DES
IMAKCMMANEHOE KOM-BO OLUIMGBOK AYTEHTUCUKALIN
AES128
3
AES192
Howmep nopta TCP ans paGoTsl Cepeepa
AES256
2
Arcfour
Blowfish
Cast128
ANropuTMbl KOHTPONA
MD5
SHA1
MeToakl aeTopUaaumnm
ABTOPH3ALMA MO NAPONKD

ABTOPH3ELMA MO OTKPBITOMY KITHYY

Pucynoxk 9 — Ctpanumna «O0611me HacTpORKm»

HUzm. |Iloxm. | Jlata
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2.4.5 Ctpannua «Syslog»

Crpanuna «Syslog» (cm. Pucynok 10) mo3BosisseT HACTPOHMTH Bblaady cooOmieHuii Syslog
(mHomep cepBepa s BbiAauu cooOmieHwmid, IP ampec, Ha KOTOpbId OyayT BBIIABATHCSA COOOIICHUS

syslog, Homep nmopra UDP st Beiaum cooOIeHui 1 rpymny cooomenui Syslog).

Syslog

Homep IP agpec UDP nopt Emergency Alert Critical

Pucynox 10 — Ctpanwuma «Syslog»

HUzm. |Iloxm. | Jlata
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2.4.6 I'pynna crpannn «L2»

I'pynna crpanun «L2» comepxut crpanunbl «Hactpoiika moptoB», «Hactpoiika omucaHuit
noptoBy», «Pe3epBupoBanue» u «PezepBupoBannoe konbuo» u rpymnmnsl crpaHun «VLANy, «STPy,

«ERPSy, «FDB», «IGMP Snooping», «LLDP», «O0beanHeHrnE TOPTOBY.

2.4.6.1 Crpanuna «Hacrtpoiika nopToB»

Ha crpannne «Hactpoiiku moptoB» (cMm. Pucynok 11) oroOpakaercs undopmarus o TeKyuem
COCTOSIHUU TOPTOB (CTaTyC MOpTa, PEKHM pabOThl, CKOPOCTh — 3aJlaHHasl U TEKyIas, JAYIUIEKC —
3aJlaHHBId ¥ TeKymuid u T.1.). OHa TO3BOJIIET HACTPOUTH IMAPAMETPhl TOPTOB: PEKHUM PadOTHI,

CKOpPOCTb, AYIUJICKC, YIIPABJICHUC ITIOTOKOM U T.A.

HacTpoiikv nopToB

Nopt Tewyumi cratyc Peoxutma pabors: CKOPOCTS (3a7aHHaR) CKopocTs (Texyuian) [lynnexc (sananmeii) Dynnexc (rexyuymil) Ynpasneue noTokoM CocTonnme STP Down Shift
1 OTknies AgTONeperoeopE! 1000 Mbit 0 Mbit Monkei Meny 3anpeweno Enowposan Janpewen
Noaxnicuen Aaton 1000 Mbit 100 Mbit Monseit Monsia JanpetueHo KommyTaumws Janpaujen
3 OTrniouen Aatoneperosope 1000 Mbit 0 Mbit Nonkei Meny 3anpeweno Bnomposan 3anpewen
OTKNIGAEH ABTONEparosop! 1000 Mbit 0 Mbit Monkeit Mony 3anpetueHo BnokMposan Janpeuien
Oxniouen AgToneperoeopt 1000 Mbit 0 Mbit Monkei Mony 3anpewerio Bnomposan Janpewen
G OTknioued 1000 Mbit 0 Mbit Monken Mony 3anpeweHo EBnomposan Janpewe
T OTkniouen 1000 Mbit 0 Mbit Monkeit Mony 3anpetueHo BnoKMpoBaH 3anpeuex
8 Oknigeh 1000 Mbit 0 Mbit Tonksa Tony 3anpeweno EBrokmposan Janpewen
] OTknioues 1000 Mbit 0 Mbit Monksi Many 3anpeuieHo Erokuposan 3anpeues
10 Ovnouen 1000 Mbit ) Mbit Nonkwi Tony 3anpeLIeHO Enokmposan 3anpewsen
" OTkniEH 1000 Mbit 0 Mbit Mankei Many 3anpeuieHo Enokuposan JanpeuEH
12 Omknioen 1000 Mbit 1 Mbit Nonksi fony sanpeLieHo Enokmposan sanpeuen
13 Okniguek 1000 Mbit 0 Mbit Mankei Many JanpeweHs Enokuposan Janpewes
14 Omkninen 1000 Mbit 0 Mbit Nonkwi Mony sanpelieno Enokmposan Janpauies
15 ks 1000 Mbit 0 Mait Nonksit Nany 3anpeweno Enowposan Janpewen
16 OTknin 1000 Mbit 0 Mbit Noniwi Mony Janpeueno EnokMpoRan Janpeujes
17 OTinies AgTONeperoeopk! 1000 Mbit 0 Mbit Monkei Meny 3anpeweno Enokuposan 3anpewen
18 OTkniose AaToneparosophi 1000 Mbit 0 Mbit Mok Mony 3anpetueno Bnokupoaak Janpaujen
19 OTknioen AaToneperoeopk! 1000 Mbit 0 Mbit Mok Meny 3anpeueno Enomposan 3anpewen
OTKNIGEH ABTONEParosoph 1000 Mbit 0 Mbit Monkeit Mony 3anpetueHo BnoKkMposan Janpeuien
2 Ouniouen ABTONEperoeopL! 1000 Mbit 0 Mbit Nonkei Mony 3anpewerio Bnomposan 3anpewen
22 OTkniouen AsTone 1000 Mbit 0 Mbit Monkeit Mony 3anpelueHo BnoKMpoBaH anpeuiex
=l Orxnioven ABTONEperoeopL! 1000 Mbst 0 Mbit Monkei Mony 3anpewetio Bnomposan Sanpewen

Pucynok 11 — Crpanuna «Hactpoiiku mopToB»

HUzm. |Iloxm. | Jlata
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2.4.6.2 Crpannua «Hacrpoiika onucaHuii mopToB»

Ha crpanune «Hactpoiika onucanuii moptoB» (cM. Pucynok 12) orobGpakaercs uHpopManms

006 onucanuu noptos (moje ifAlias 6aser IF-MIB). OHa mo3BosisieT HaCTPOUTh ONMMCAHKE TS KaXKI0TrO

U3 IOPTOB.
HacTtpoiika onucanuii nopTos

Onucanue nopra (ifAlias)

Pucynok 12 — Ctpannna «Hactpoiika onrcanuii mopToB»

HUzm. |Iloxm. | Jlata




21
['®KII.00360-01 90 01

2.4.6.3 I'pynna crpanun «VLAN»

Ha crpanumax oaroit rpymmbel  otoOpaxkarorcs Ttekymme VLAN, npucyrcTByromue B
kommytatope (ctpanuiia «Tadmuma VLAN» (cMm. Pucynok 13)), 3amanubie cratmueckue VLAN
(ctpannna «Cratuyeckue VLAN» — (cm. Pucynok 14)), nactpoiiku 3Hauenus PVID u ¢unprpanmm
BXOJsIero Tpaduka s moproB KommyTaropa (crpanuna «Hactpoiiku mopToB» (cM. Pucynok 15)) u
VLAN ymnpasnenus (ctpanuia «VLAN ympasiaeaus» (cMm. Pucynok 16)).

Tabnuuya VLAN

VLAN ID MopThi ¢ Terom Mopte! Dez Tera Cratyc Bpemna cozpanna

1 - 1-8 Parmanent 00:00:02.64

Pucynok 13 — Ctpanunna «Tadmmma VLAN

HUzm. |Iloxm. | Jlata
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Crpannna «Cratnueckue VLAN» 1o03BOIsSeT co3daBaTh, YHalsATh WM PEIaKTHPOBATH

cratuyeckue VLAN. Hactpoiika VLAN npou3BoauTcs Ha OCHOBE TETOB.

Ctatudeckme VLAN

VLAN ID Wma MopTkl ¢ Terom MNopTei Dez Tera 3anpeweHHble NOPTLI

1 default - 1-8

Pucynok 14 — Ctpanuna «Cratuueckue VLAN

HUzm. |Iloxm. | Jlata
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Crpannna «HacTtpoiiku mopToB» 1Mo3BOJIsIeT peaakTupoBarh 3HadeHus PVID u dunbTparmum

JI1 KAXKA0ro U3 rnopToB KOMMYTATOPA.

Ha nmanHo# cTpanuiie MOXHO 3anaTh 3HaueHwe PVID nmns kaxmaoro w3 MmopToB, MpH3HAK

dopcupoBanHoro mnpucBauBanus PVID

(orOpaceiBanust) nakeros, 3HaueHue VLAN ID xoropeix He nmpunamiexut cnucky VLAN nanHoro

nopra.

HacTpoiika noptoB

Mopt PVID

23

1 1

2 1

3 1

Pucynok 15 — Crpanuna «HacTtpoiiku mopToB»

BCEM BXOJALIMM IAaKeTaM M NpU3HaK (uibTpanun

PVID

N3m.

IMonam.

Jlara

DOuneTpauus Bxogsawero Tpacduka
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Ha crpanune «VLAN ynpasnenus» MoxHo 3anate HoMep VLAN, B KOTOpOH OCyIIeCTBIISETCS

yIpaBlIeHUE KOMMYTaTOPOM.

VLAN ynpaBneHus

MIcnonk30Bath cneayrowyto VLAN ANA ynpaeneHus KoMMyTaTopom
1

Pucynok 16 — Ctpannma «VLAN ympasnenus»

HUzm. |Iloxm. | Jlata
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2.4.6.4 Crpanuua «Pe3epBupoBaHue»

Ha crpanuie «Pe3epBupoBanue» (cM. PrcyHok 17) MOXET ObITh HACTPOCH TEKYIIHHA PEKUM

pe3epBUPOBaHUs (3anpeT pe3epBupoBanusi, Kobio i STP/RSTP).

PesepBupoBaHme

Pe#uM pe3epEMpPOBaHUA

JanpelyeH e

Pucynox 17 — Ctpanuna «Pe3epBupoBanue»

HUzm. |Iloxm. | Jlata
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2.4.6.5 I'pynna crpanun «STP»

Ha crpanumax rpymmsl «STP» orobpakarorcst Tekymue Hactpoiiku STP (RSTP) (o6mue Ha
crpanune «OOume Hactpoiiku» (cMm. Pucynok 18), mactpoiiku moproB Ha crpanune «Hactpoliku
noptoB» (cM. Pucynok 19) u «Cratuctuka» (cMm. Pucynok 20)). Crpanunbsl «OOIMe HACTPOHKNY |

«HacTpoiiku mopToB» MO3BOJIAIOT peaakTHpoBath mapamerpsl STP (RSTP).

Ob6Luune HacTpouku

MPUOPHTET KOMMYTaTOpa Bpema ¢ nocnegHei cMeHeBl TONomoru

12768 - 2:39:58.0
Brige max age, CeKyHg 0'" R
20 HazaHaueHsll KopeHs

) ) 0000.000000000000
Brige forward deley, cekyHa

15 0
Pesim paboTbl KopHesoi nopt
RSTP v 0
Max age, cexyHa
Tx hold count 0
6 Hold time, cexyHn
1
Forward delay, cexyHn
0

Pucynox 18— Crpanurna «O0mme HacTpoHKm

HUzm. |Iloxm. | Jlata




HacTpoiiku noptos

Mopt

Mpuotpuret

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128

128

CocTosiHue

3anpelleH

brokupoBaH

3anpeLueH

3anpeLueH

3anpelyeH

3anpelyeH

3anpelyeH

3anpelyeH

3anpelleH

3anpeLleH

3anpeLueH

3anpeLueH

3anpelyeH

3anpeLyeH

3anpelyeH

3anpelyeH

3anpelyeH

3anpelleH

3anpeLueH

3anpeLueH
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Paspewen

Pazpelueq

PaspelueH

PaspelueH

PaspelueH

Paspeluer

PazpelueH

PazpelueH

PazpelueH

Pazpelueq

PaspelueH

PaspelueH

PaspelueH

Paspeluer

PaspelueH

PazpelueH

PazpelueH

PazpelueH

Pazpelueq

PaspelueH

PaspelueH

27

CroumocTb

20000

200000

20000

20000

20000

20000

20000

20000

20000

20000

20000

20000

20000

20000

20000

20000

20000

20000

20000

20000

CToumMmocTb (3apaHHas)

Pucynok 19 — Crpanuna «Hactpoiiku mopToB»

N3m.

IMonam.

Jlara

HasHaueHHbIA KOpeHb

8000.0050c2b1al7f

8000.0050c2b1a17f

£000.0050c2b1a17f

8000.0050c2b1a17f

8000.0050c2b1a17f

8000.0050c2b1a17f

8000.0050c2b1a17f

8000.0050c2b1al7f

8000.0050c2b1al7f

8000.0050c2b1a17f

£000.0050c2b1a17f

8000.0050c2b1a17f

8000.0050c2b1a17f

8000.0050c2b1a17f

8000.0050c2b1a17f

8000.0050c2b1al7f

8000.0050c2b1al7f

8000.0050c2b1al7f

£000.0050c2b1a17f

£000.0050c2b1a17f



CraTtuctuka

Npuuato RSTBPDU
0
]

]
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Beigano RST BPDU NprHATa config BPDU
0 ]
0 a
i] 0
0 a
0 0
(] a
0 0
0 ]
0 0
0 0
0 ]
0 0
0 1]
[/} a
0 0
(] a
0 0
0 ]
0 0

Beigano config BPDU
]
3

]

Npunato TCN BPDU
0
[}

0

Pucynox 20 — Ctpanuna «CTaTUCTHKa»

N3m.

IMonam.

Jlara

Beigano TCN BPDU
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2.4.6.6 Ctpanunua «Pe3epBHpoBaHHOE KOJIbII0»

Ha crpanune «PesepBupoBanHoe Koiblo» (cM. Pucynok 21) oroGpaxaercs

COCTOSIHMEC KOJIbIIa U TIOPTOB, BXOJAIIUX B HETO.

PGSEDBHDOBBHHOG Konbuyo
MepELIiA NOPT KonkLa
1

BTOpO# NOpT KoNbLA

2

CocToAHue

3anpelleHo

Mepewit nopT KonbLa
BnokWpoBaH

Bto po W NopT Koneya
KommyTaumus

Konuuecteo nepexonoB: clos

0

Pucynok 21 — Ctpanuna «Pe3epBupoBaHHOE KOJIbLIO»

N3m.

[Toan. | JlaTa

TeKyIlee



30
['®KII.00360-01 90 01

2.4.6.7 I'pynna crpanun «<ERPSy»

Ha crpanumax rpynn «ERPS» otoOpaxkarorcs Tekymmue Hactpoiiku ERPS (cTpanuma «O6mme
HacTpoiikm» (cM. Pucynok 22), crpanmma «Hacrpoiika komem» (cM. Pucynok 23), cTpaHwmia
«Hactpoiika mnoakosiery (cM. PucyHok 24)), KOMaH/IBI 3aJaBacMbIe I0JIb30BaTeaeM (CTpaHUIA
«Ynupaenenue» (cm. Pucynok 25)) u «Cratuctuka» (cM. PucyHok 26). Crpanuipl «OOmume
HacTpolikm», «Hacrpoiika xonern» u «Hactpoiika moakoiemn» Mmo3BoJISIIOT PeIaKTHPOBATh NapaMeTph

ERPS. CTpaHI/H_Ia «praBJ'IeHI/Ie» ITIO3BOJISACT 3a4aBaTh I10JIb30BATCIIBCKHMEC KOMAaH/BbI.

O6une HacTpouKu

Pafora ERPS

3anpelweHa e
TRAP

3anpeweH v

Log

3anpeLwyeH v

Pucynok 22 — Ctpanuna «O01mue HacTpOKu»

HUzm. |Iloxm. | Jlata




HacTpoWku koneu,

RAPS VLAN

Ring ID
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3anagHbId nopT

31

3anagHbId nopT

(sananHbi) (rexyunit)

CocToAHKe 3anagHoro
nopta

Pucynok 23 — Ctpanuna «Hactpoiika konem

BocTouHbli nopt

N3m.

IMonam.

Jlara

BocTe
(reryr
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HacTpoiku noakonew

RAPS VLAN konsua

Ring ID konksua RAPS VLAN nogkoneua

Ring ID nogkonsua

Pucynok 24 — Crpanuna «Hactpolika noakosnerp

N3m.

IMonam.

Jlara

TC Propagation
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YnpaeneHue

RAPS VLAN Ring ID Mopt Forced Switch (FS) Manual Switch (MS) Ounctra FSIMS

Pucynok 25 — Ctpanuna «YnpasieHue»

HUzm. |Iloxm. | Jlata




CtaTtucTtuka

OTBpolweHHo nakeToe Bcero: 0

TpaHcnupoBaHHo nakeTos Bcero: 0

RAPS VLAN

Ring ID

Mopt

['®KII.00360-01 90 01

34

Twun nopta

Boigaso RAPS naketoe

BCEro

Boigano RAPS naketoe
SF

Pucynok 26 — Ctpanuna «CTaTucTuka»

N3m.

IMonam.

Jlara

Buigano RAPS nake
NR
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2.4.6.8 I'pynna crpanun «FDB»

['pynna crpanun FDB conepxut rpynny «Cratudeckue ajgpeca». Ha ctpanumax 3Toi rpymnmsl
oTOOpaXKaroTCsl  CTaTWYecKHe oJHoaapecHsle M MHoroaapecusle MAC-anpeca, 3amaBaemble
noJsib3oBareneM (crpanuna «OmHoaapecHbie» (cM. PucyHok 27), cTpanuma «MHoroaapecHsiey» (CM.
Pucynok 28)). Tak »xe rpymna crpanur] FDB cogepxur crpanuisl «Tabauma MAC aapecoB» (cMm.
Pucynok 29Pucynok ), «Tabmuia muoroaapecusix MAC aapecoB» (cm. Pucynok 30), «Bpewms
ycrapeBanus» (cM. Pucynok 31) u «Pa3spemenue o0y4enus» (cM. Pucynok 32).

Ha ctpannne «OmpHOaApECHBIC» MOXKHO 33/1aTh HOBBIA WM YJAIUTh OJHWH U3 paHEe BBEIACHHBIX
onHoanpecHsix MAC-anpecos.

Ha crpanune «MHoroaapecHbie» MOXKHO 3a/JaThb HOBBIA WIM yAadUTh OJAUH U3 paHee

BBEJICHHBIX MHOTOaipecHbx MAC-anpecos.

HUzm. |Iloxm. | Jlata
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OpHoaapecHbie

VLAN ID MAC anpec Mopr

Pucynok 27 — Ctpanunia «OgHOaIpeCHBIE

HUzm. |Iloxm. | Jlata
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MHoroagpecHble

VLAN ID MAC appec BhixoaHbIe NopThl

3anpeleHHbIe NOPTLI

Pucynox 28 — Ctpanuna « MHOToapecHbIe»

Ha crpannme «Tabmmma MAC  ampecos»

yKa3aHbl

omHoaapecubie MAC-anpeca (Bkirouas ero COOCTBEHHBIH ajpec).

BCC HM3YYCHHBIC KOMMYTAaTOpOM

Ha crpanune «Tabauma wmHoroaapecusix MAC anpecoB» ykazaHbl

KoMMyTaTtopoM MHoroaapecabie MAC-anpeca.

N3m.

IMonam.

Jlara

BCC H3YYCHHBIC



Tabnuua MAC agpecoB

VLANID
1

1

MAC appec
80:ed:da:90:06:80

98:de:d0:02:6a:a9

Pucynox 29 — Crpanuna «Tabauma MAC anpecos»

38
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Mopt

64

N3m.

[Toan. | JlaTa

Tun
Self

Leamed
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Tabnuua mHoroagpecHslx MAC agpecos

VLAN ID MAC appec BhixoaHbIe NopThl [IMHaMU4ecKue NopTel

Pucynoxk 30 — Ctpanuna «Tabauma mHoroaapecHsix MAC anpecos»

Ha crpanune «Bpemsi ycrapeBaHus» MOKHO W3MEHUTH BpEMsl, B TEUEHHE KOTOPOIO aapeca

xpansTcs B Tabmue MAC-anpecoB koMMmyTaropa.

HUzm. |Iloxm. | Jlata
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Bpewms ycTapeBaHus

Bpems ycTapeBaHWA mac aapecos
300

LWar ycraHoskw spemedt 10 cexyHg

Pucynok 31 — Ctpanuua «Bpewms ycrapeBaHusD»

Ha crpanune «Pa3perienne oOydeHus» MOXHO pa3pelIuTh WM 3anpetuts m3ydenne MAC-

a/lpecoB Ha MOPTaX KOMMYTaTopa.

HUzm. |Iloxm. | Jlata
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Pazpelwerue obyyeHns

Mopr PaspewuTs usyuesme Hosix MAC anpecos

N
(< <]

k
(<< I <)

(< <]

(< <]

8
[ < B <]

[<J <)

[ J <

LI < I N <

Pucynok 32 — Crpanuna «Pa3pemienre o0OyueHus»

HUzm. |Iloxm. | Jlata
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2.4.6.9 I'pynna crpanun «lGMP Snooping»

Ha crpanunax stoit rpymmsl oroopakarorcs Hactpoiiku IGMP Snooping (ctpanuisr «OO0rmme
nactpoiiku» (cMm. Pucynok 33), «Hactpoiiku (VLAN)» (cm. Pucynok 34), «CrTaTHYECKHE MOPTHI
poytepoB» (cM. Pucynok 35)) u manubie (ctpanuibl «M3ydenHble rpymmby (cM. Pucynok 36) u
«Hcrounnku (cMm. Pucynok 37Pucynok )). Tak sxe oroOpaxkaeTcsi cTaTucTHKa (CTpaHuIlbl «CTaTHCTHKA
(VLAN)» (cm. Pucynok 38Pucynok ) u «Craructrka (IToptel)» (cM. PucyHok 39)).

Ob6Luune HacTpouku

Patora IGMP Snooping

3anpeweHa v

Pucynox 33 — Ctpanuma «O01mume HacTpOHKm»

HUzm. |Iloxm. | Jlata




HacTtpoika VLAN

VLAN

1

Query interval

125
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Max response time

10

43

Robustness

2

Last member query
interval

1

Pucynok 34 — Crpannna «Hactpoiiku (VLAN)»

N3m.

IMonam.

Jlara

Querier
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CTaTuyeckue nopThbl poyTepoB

VLAN

1

CraTHyeckue n OpThI

44

[uHaMuyeckne nopTel

3anpeleHHbIe NOPTLI

Pucynoxk 35 — Ctpanuna «Ctatudeckue HopThl pOyTEPOB»

N3m.

IMonam.

Jlara




N3yyeHHble rpynnbl

VLAN

Anpec
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Include nopTei

45

Exclude nopTsl

Bpemn cylWwecTEOBaHHA

Pucynox 36 — Ctpanuna «V3ydyeHHble TpyIIbD»

N3m.

IMonam.

Jlara

Bpema ynaneHua
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NcTOYHUKU

VLAN Anpec Homep nopta WeTounuk Bpemna ynanewua

Pucynox 37 — Ctpanunua «VIcToOUHUKM»

HUzm. |Iloxm. | Jlata




Ctatuctuka VLAN

VLAN

1

V1 Query npunaTo

0

47
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V2 Query npunaTo V3 Query npunaTo V1 Report npuHATO

0 0 0

Pucynok 38 — Ctpanuna «Cratuctuka (VLAN)»

HUzm. |Iloxm. | Jlata

V2 Report npuHaTO

0



V1 Query npuisaTo

48
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CraTtucTika nopTos

V2 Query nphsTo

V3 Query nprnsTo V1 Report npsTa
o o
0 0
i [
0 0
0 0
o o
0 0
0 [
0 0
0 0
o 0
[ 0
0 0
0 0
o o
0 0
0 0
i 0
[ 0
0 0

V2 Report npuHaro V3 Report npuHato
0 o
] ]
0 0
0 0
0 0
0 0
0
0 1]
0 o
] ]
0 0
] ]
0 0
0 0
0 0
0 ]
0 o
] ]
0 0
] ]
0 0
0 0
0 0

Jarpyaure

V2 Leave npumsTo

Pucynok 39 — Ctpanuna «Craructuka (ITopTsr)»

N3m.

IMonam.

Jlara

HepacnoaanHbix
Apunsto

Ownbok dopmara



49
['®KII.00360-01 90 01

2.4.6.10 I'pynna crpanun «LLDP»

Ha crpanunax rpynmst «LLDP» otobpaxatorcst Hactpoiiku npoTtokosia LLDP (cTtpanuier «O6mme
HacTpoiikm» (cM. Pucynok 40), «Hactpoiiku moptoB» (cMm. Pucynok 41), «Hactpoiiku Basic TLVS»:
ocHoBHBIE TLV (cMm.

HacTtpoliku Basic TLVs

OcHoBHble TLV  Appeca ynpaeneHus

Mopt Onucaxne nopta WUma cructembl OnucaHue cucTeMbl BO3MOXHOCTHM CUCTEMBI

1
2

3

2
0000000000000 @O
0000000000000 0000O0
0000000000000 0000 0

l&&&&@@&&@@&@@@&@@@&

o

Pucynok 42) u anpeca ynparnenus (cMm. Pucynok 43)), — «Hactpoiiku Dotl TLVS»: mopt
VLAN ID (cm. Pucynok 44) u umena VLAN (cMm. Pucynok 45), — «Hactpoiiku Dot3 TLVS» (cMm.

-

PucyHnok 46)), nannwie (crpanunsl «JlokameHas wHpopMmamms» (cM. Pucynok 47) m «YpaneHHas
uHpopmanus» (cM. PucyHok 48)). Tak jxe oToOpakaeTcs CTaTHCTUKA PabOThI MPOTOKOIA (CTpaHHIIA

«Craructuka» (cM. Pucynok 49)).

HUzm. |Iloxm. | Jlata




Ob6Lwme HacTPOrKK

Pafora LLDP

Pazpewena

WMHTepean esinaun

30

CERYHA

MHOXUTENE 3a0EMKKA BEIgAYN

4

3afepxKa NOBTOPHOR
MHALMAnU3aLum

2

CERYHA

3afepiKa BblAaUM

2

CeKyHO

WHTepean Bbiaauun W3gelleHui
5

CexyHA

50
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Tun uaeHTudmKkaTopa Lwaccu
MAC Address

WMaeHTudmkaTop waccu

00:50:c2:b1:a1:.7f

WUmA cuctemsl
ESP-8UC Ethernet Switch

OnucaHne CUCTEMbI
Elcus ESP-6UC-S Ethernet Switch. Firmware version 1.10.0

BO3MOKHOCTH CHCTEMBI
Bridge/Bridge

Pucynox 40 — Ctpanuma «O01mue HacTpOHKu»

HacTpoiikv noptos

Yeenomnsiowne coobueHna

Pucynok 41 — Ctpannna «Hactpoiiku nopToB»

3anaHHbin cTaTyC

Txand Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Txand Rx

Tx and Rx

Txand Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

N3m.

IMonam.

Jlara
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HacTtpolikn Basic TLVs

OcHoBHble TLV  Appeca ynpaeneHus

MNopt

1

Onucanne nopta Wma cuctembl

o000 OO
O 0000000000000 O0

o1

|88888888888888888<8

OnucaHue CUCTEMBbI

CoxpaHuTb

Bo3MOXHOCTU CUCTEMBI

(<)

<

(<IN < BB < B <IN < B <R << < B I R < B << R <

Pucynok 42 — Crpanuiia «Hactpoiiku Basic TLVSy (OcHoBHabie TLV)

N3m.

IMonam.

Jlara
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HacTtpolikn Basic TLVs

OcHoBHule TV~ AApeca ynpaeneHus

Tun appeca Appec Mopt BbinaBaTtb TLV
IPv4 192.168.0.200 1
IPv4 192.168.0.200 2 v
IPv4 192.168.0.200 3
IPv4 192.168.0.200 4
IPv4 192.168.0.200 5
IPv4 192.168.0.200 6
IPv4 192.168.0.200 7
IPv4 192.168.0.200 8
IPv4 192.168.0.200 9
IPv4 192.168.0.200 10
IPv4 192.168.0.200 "
IPv4 192.168.0.200 12
IPv4 192.168.0.200 13
IPv4 192.168.0.200 14
IPv4 192.168.0.200 15
IPv4 192.168.0.200 16
IPv4 192.168.0.200 17
IPv4 192.168.0.200 18
IPv4 192.168.0.200 19

Pucynok 43 — Ctpanuna «Hactpoiiku Basic TLVS» (Aapeca ynpaBiacHus)

HUzm. |Iloxm. | Jlata
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HacTtpoiiku Dot1 TLVs

MopT VLANID Mg VLAN ID

Mopt Mopr VLAN ID

1

2

A
< B <R < I < <

=
o000 OOODO

Pucynok 44 — Crpanuna «Hactpoiiku Dotl TLVs» (ITopt VLAN ID)

HUzm. |Iloxm. | Jlata
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HacTtpolikn Dot1 TLVs

MopT VLAN ID  Wma VLAN ID

Mopr VLAN ID Bouigasatb uma VLAN ID

1 1
2 1

3 1

Pucynoxk 45 — Crpanuia «Hactpoiiku Dotl TLVS» (Mmena VLAN)

HUzm. |Iloxm. | Jlata




HacTtporikn Dot3 TLVs

Moprt

Kondpurypauna MAC/PHY

I 0000000000000 0000000
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0000000000000 OOOD

55

0O6beauHeHHe NOPTOB

-

MakcumanbHbIi pasmep kaapa

I 0000000000000000O00O00 D0

Pucynox 46 — Ctpannna «Hactpoiiku Dot3 TLVS»

N3m.

IMonam.

Jlara




Mopr

20

Tan

INokanbHan nHchopmalua

nopra

Local

Local

Local

Lacal

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Port 1

Port 2

Port 3

Port 4

Port§

Port 6

Port 7

Port 8

Port 9

Port 10

Port 11

Port 12

Port 13

Port 14

Port 15

Port 18

Port 17

Port 18

Port 18

Port 20

nopra  Onwcanwe nopra

10/100/1000 Base-T

10/100/1000 Basa-T

10/100/1000 Base-T

10/100/1000 Base-T

10/100/1000 Base-T

10/100/1000 Base-T

10v100/1000 Base-T

10/100/1000 Base-T

10v100/1000 Base-T

10/100/1000 Base-T

10100/1000 Base-T

10/100/1000 Basa-T

1w

10011000 Base-T

10/100/1000 Base-T

10/100/1000 Base-T

10/100/1000 Base-T

10v100/1000 Base-T

10100/1000 Base-T

10v100/1000 Base-T

10/100/1000 Base-T

Pucynok 47 — Ctpannna «JlokanpHas nHPOpMAaLns)

I'®KII.00360-01 90 01

56

N3m.

IMonam.

Jlara

Tun MAU

100BASE-TX FD

Cratyc obuemunennR
nopros

Not currenty in aggregatic

Mot currantly in aggregatic

Not currently in aggregatic

Nol currently in aggregatic.

Mol currently in agaregatic

Not currently in aggregatic

Not currently in agaregatic;

Not currently in aggregatic

Not currentyy in aggregatic

Mot currently in aggregatic

Not currently in aggregatic

Mot currantly in aggregatic

Not currently in aggregatic

Mot currently in aggregatic,

Nol currently in aggregalic

Not currently in aggregatic

Mot currently in aggregatic

Not currently in aggregatic

Not currentry in aggregatic

Mot currently in aggregatic
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YaaneHHas MHgpopmMauuma

Bpema

Mopt

Wuoekc MoenTudukaTop waccu

S7

WoenTudpukaTop nopta

OnucaHue nopTta

Pucynok 48 — Ctpanuna «¥Y aaneHHas HHPOpMaLus»

N3m.

IMonam.

Jlara

Wmsa cuctemsl
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Cratuctuka
0.0:00
1]
0
0
1]
Mopr Kagpoe ssinano Kagpoe otGpoweno Kagpoe ¢ owwBkamn
0 a il
20 a 1]
3 0 0
4 '] a
5 0 0
L] 0 0
7 0 0
8 0 0
a 0 0
10 0 0
0 0
12 0 0
3 0 0
4 0 Q
0
6 0 a

Kagpos npukaTo scero

TLVs otGpoweno

Pucynox 49 — Ctpanuma «CTaTucTuka»

N3m.

IMonam.

Jlara

TLVs He pacnoanaHo
0

0
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2.4.6.11 I'pynna crpannn «O0beuHeHHe IOPTOB)

Ha crpanunax rpynnsl «OO0beJUHEHHE IMOPTOB» OTOOpaXkaroTCs OaJaHCHpPOBKA HArpys3Ku
(ctpannna «bamancupoBka Harpy3km» (cMm. Pucynok 50)), HacTpoiika oObeauHeHHH (cTpaHHIA
«Hacrpoiika oobeaunennin» (cMm. Pucynok 51)) u rpynma nactpoek LACP (ctpanunmsr «Hactpoiika
obbemuHeHui» (cMm. Pucynok 52), «Hactpoiika moptoB» (cM. Pucyrok 53 ), «CocrosiHue mopToB» (CM.

Pucynok 54), «Cratuctuka» (cMm. Pucynok 55)).

BanaHcupoBKa Harpysku

BrIOWPATE BHIXOOHOM NOPT 0GLEOMHEHNS HA OCHOBE

COAepHKMMOro nakeTa W

Pucynok 50 — Ctpanunna «bamancupoBka Harpy3Km»

HUzm. |Iloxm. | Jlata
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HacTtpolika o6beauHeHUI

Homep

Mopt 1

Mopt 2

60

Mopt 3

Pucynok 51 — Ctpanuna «HacTpoiika 00beanHeH i

N3m.

IMonam.

Jlara

MNopt 4

Mopt 5
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HacTtpolika o6beauHeHUI

Aggregator
index

MAC Address

Actor System Priority

61

Actor System ID

Aggregate Or Individual

Pucynok 52 — Ctpanuna «Hactpoiika 00beAnHeH I

N3m.

IMonam.

Jlara

Actor Admin Key



Actor system priority
32768
32768
32768
32768
32768
32768
32768

32768

768

321

32768

32768

32768

32768

32788

32768

32768

32768

32768

32768

32768

32768

32768

32768

HacTtpoiika noptos

62
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Pexamm LACP

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Pucynok 53 — Ctpanuna «HacTpoiika mopToB»

CocTosHKe nopTos

Actor system ID
00:50.c2b1:a17f
0050c2b1:a1 7l
0050c2b1al
00:50.c2b1:al 7!
00:50c2b1:a17f
00.50¢2b1:a17f
00.50.c2b1:817
0050c2b1:a171
0050¢2b1at 7t
00:50.c2b1:a1.7f
00.50¢c2b1at7f
0050¢c2b1 a1 7f
0050¢2b1a1 7l
0050 ¢c2b1at 7l
00:50c2b1:a17f
0050.c2b1:a171
00:50c2b1a17f
0050 c2btat7(
0050c2b1:a1 7
0050.c2b1:a17f
00:50.c2b1:a17f
0050c2b1at 7f

0050¢2b1 a1 7

20

21

2

Actor oper key

Partner admin system Partner oper aystem
priority priority
0 0
0 0
0 0
0 0
0 0
0 o
0 0
0 0
0 0
0 ]
0 0
0 0
0 0
0 o
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

Partner admin system ID

00:00:00-00:00:00
00:00:00 00 00:00
00:00/00 00.00.00
00:00:00:00-00:00
00:00:00:00-00:00
00:00.00.00-00:00
00:00 00 00-00:00
00:00.00 00 00.00
00:00.00.00-00:00
00:00:00:00-00.00
00:00.00:00-00:00
00:00 00 00-00.00
00.00 0000 00.00
00:00:00.00-00:00
00:00:00:00-00:00
00:00:0000-00:00
00.00:00 00-00.00
00:00.00:00 00.00
00:00.00 00:00:00
00:00:00:00:00:00

00:00:00:00-00:00

00:00:00.00-00:00

Pucynok 54 — Crpanuna «CocTostHuE TOPTOB»

N3m.

IMonam.

Jlara

Partner oper system ID

00:00:00:00:00-0

00:00:00:00 00:00

00:00.00.00:00 00

00:00:00:00:00:00

00:00:00:00:00:00

00:00:00:00:00-00

00:00:00.00.00 00

00:00:00:00.00.00

00:00:00:00:00 00

00:00:00:00:00:00

00:00:00:00:00-00

00:00:00.00:00:00

00.00.00.00:00 00

00:00:00.00.00:00

00:00:00:00:00:00

00:00:00:00:00.00

00:00:00:00:00.00

00:00:00.00 00:00

00:00:00:00:00-00

00:00:00:00:00:00

00:00:00:00:0(

00:00:00.00.00:00

00:00.00.00:00 00

Partner admin key



00:00:00.0

LACP PDU nputisTo

CratucTuka

Marker PDU npuHsTo
o
o

0

['®KII.00360-01 90 01

63

Marker Response PDU npuiATO  HewsBeCTHBIX NpHATO
a ]
0 [1}
a 1]
] 0
] 0
0 0
]

a 0
0

a 1]
] 0
] 0
0 0
0 0
i 1]
a [1}
a 1]
] 0
] 0
0 0
0

a 1]

OWMGOSHLIX NPMHATO
0

0

0

LACP BDU eeigaro
0

Pucynok 55 — Ctpanuna «CtaTucTuka»

N3m.

IMonam.

Jlara

Marker PDU suwnano
0

0

Marker response PDU suigano
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2.4.7 I'pynna crpanun «QoS»

B rpymmy crpanun «Q0S» Bxomsr crpanuibl «IIpropureTsl mopToB» (cM. PucyHok 56),
«[Ipopumu Q0S» (cm. Pucynok 57), «Hactpoiika moptoB» (cMm. Pucynok 58), «3amena npuoputera
DSCP» (cm. Pucynok 59), «Otpaxkenue npuopurera DSCP B mpoduias Q0S» (cm. Pucynok 60),
«Otpaxenne mpuopurera UP B mpodune Q0S» (cm. Pucynok 61), «PuimbTpaliusi BBIXOJHOIO
tpaduka» (cM. PucyHnok 62), «Orpanndenue BeIXOAHOTO Tpaduka» (cM. PucyHok 63).

Ha crpanune «[IproputeTsl IOPTOB» OTOOpaKASTCS U 3a1aeTCs 3HAYCHUE IPUOPHUTETA ITOPTOB

KOMMYTarTopa.

MpropKTeT NopToB

Mopr MpuopwTeT NopTa No ymonuarmio

Pucynok 56 — Ctpanuna «I[IpuoputeTsl TOPTOBY

Ha crpanune «IIpopmim Q0S» oToOpaxaroTcss M HacTpauBaroTCs mapameTpsl mpoduneir QoS
(knmace Tpaduka, mproputet otopaceiBanus, noie UP, moixe DSCP).
Ha crtpannne «Hactpoiika mopToB» oToOpakaroTcss M HacTpauBaroTcs pexkum QOS, mpoduiib

QoS, 3amena mogeit DSCP u UP.

HUzm. |Iloxm. | Jlata




Mpochunu QoS

MNpodune

0

1

10
1
12

13

Knacc Tpachuka

0

0

=

=

=

=

=

=

65
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MpuopTeT oTbpackiBaHKA

0

0

=

=

=

=

=

=

Pucynoxk 57 — Ctpanuna «IIpopunu QoS»

MNone UP

N3m.

IMonam.

Jlara

Mone DSCP
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HacTpoiika noptoe

MNMopt Pexum QoS Mpodmnu QoS 3amenuts none DSCP 3ameHuTk none UP
1 Untrusted 0
2 Untrusted 0
3 Untrusted 0
4 Untrusted 0
5 Untrusted 0
6 Untrusted 0
7 Untrusted 0
8 Untrusted 0
9 Untrusted 0
10 Untrusted 0
1 Untrusted 0
12 Untrusted 0
13 Untrusted 0
14 Untrusted 0
15 Untrusted 0
16 Untrusted 0
17 Untrusted 0
18 Untrusted 0

Pucynoxk 58 — Ctpanuma «HacTpoiika mopToB»

HUzm. |Iloxm. | Jlata
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3ameHa npuoputeta DSCP

Mpuoputer DSCP 3amena npuoputeta DSCP
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7
) )
9 9
10 10
" "
12 12
13 13

Pucynox 59 — Crpanuna «3amena npuopurera DSCP»

HUzm. |Iloxm. | Jlata
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OtpaxeHue npuoputeta DSCP B npodune QoS

Mpuopurer DSCP Mpodmne QoS
0 0
1 0

2 0

10 0
1 0
12 0

13 0

Pucynox 60 — Ctpanuna «Otpaxenue npuopurera DSCP B npoduns QoS»

HUzm. |Iloxm. | Jlata




['®KII.00360-01 90 01
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OTpaxeHue npuoputeta UP B npodunb QoS

Mpuoputet Up
0
1

2

Crpanuna «@uinbTpanus BBIXOAHOTO Tpadukay
(MpUHYIUTETBHBIM OTOPOC) MHOTOAAPECHOTO W/WJIH 3aTOILIAIONIETO (OTHOAIPECHBI C HEU3BECTHBIM
aJipecoM HazHaveHus1) Tpaduka Ha KaKIOM U3 TIOPTOB.

Crpannna «OrpaHuueHre BXOJHOTO Tpaduka» MO3BOJSET HACTPOUTH BPEMEHHOE OKHO ISt
pasHoit ckopoctr paboTsl moptoB (10, 100 mim 1000 Mbit), 3HaueHre cyMMapHOTO BXOJHOTO Tpaduka

(B BUJIC YKCIIa TIAKETOB), Pa3pEIIUTh MM 3alPETUTh OrPAHUYCHHE OHOAPECHOT0, MHOTOAPECHOTO,

Mpodune QoS
0
0

0

IIMPOKOBEIIATEILHOTO U 3aTOIUISIIOIIET0 TpaduKa.

Pucynok 61 — Crpanuna «Otpaxenue npuopurera UP B mpoduns Q0S»

N3m.

IMonam.

Jlara

MO3BOJISIET HACTPaWBaTh (PUIBTPALUIO
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duneTpayusa BeixogHoro Tpaduka

Mopt OtBpacbiBaTk 3aToNNAKLWKWIA TPadMKk OtBpacbiBaTk MHOroagpecHbI Tpadmk

Pucynok 62 — Ctpanuna « PuiibTpaius BBIXOAHOTO Tpaduka»

HUzm. |Iloxm. | Jlata




OrpaHu4yeHuWe BxogHoro Tpaduka

Paswep epemenyoro owva ana ckopocti 10 Moit

256

Pa3uap BPEMeHNOND OKHa ATIA ckopocTH 100 Mbit

256

Pasmep BPEMEHHOND OKkHa ANA ckopocTh 1000 Mbit

256

Cuer P TPadmka

Pucynox 63 — Ctpannna «OrpaHiuueHe BXOJHOTO TpapHuKay.

['®KII.00360-01 90 01
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TRadima

N3m.

IMonam.

Jlara

Tpacmia

saTonnsIowiero Tpadmka
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2.4.8 I'pynna crpannn «ACL»

B rpymmy crpanun, «ACL» Bxomar crtpanuibl «OOmme HacTpodkm» (cM. PucyHok 64 —
Crpanuna «O01ue HacTporikmy.) u «Tadmuia ACL» (cMm. Pucynok 65).

Ha crpanune «OO0mme HaCTpOWKM» OTOOpaKaeTCs M 3aaeTCs 3HAUCHUE CMEIICHUS W Hadaja
cMmenieHust s nposepsembix ACL OaiiToB makera. Bcero MokeT OBbITH 3a/1aHO 10 6 TPOBEPSEMBIX
OaiiT, oommx juist Becex npaBmi ACL. Hauana orcuera cMereHus MOKeT ObITh OT Havaia HHGOpMAaIH
ypoBHsi L2 (s GaiitoB 1 u 2), or Hayana uadopmauuu L3 (mms Bcex OaiitoB) mim L4 (s Beex
0aiTOoB).

Ha crpanune «Tabauna ACL» otoOpaxkarorcs u 3amarotcs npasmia ACL. Beero MoxeT ObITH

110 256 mipaBuII.

Ob6LwmMe HacTPOMKN

BaiT 1 Ha4ano/cmeLleHne L3 v 0
Bbant 2 Hayano/cmeLleHne L3 v 0
BanT 3 Hauano/cMmeLleHwe L3 - 0
BaiT 4 Hayano/cmeLleHne L3 v 0
Bant 5 Hayano/cmeLleHne L3 v 0

Bant 6 Hauano/cmeLleHWe L3 v 0

Pucynok 64 — Ctpanuna «O01mue HacTpOHKu».
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Tabnuuya ACL

Woentudmratop

Tun
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Mopt

73

VLAN ID/Macka

MAC agpec WcTo4HKKal
Macka

Pucynok 65 — Ctpanuna «Tabmuma ACLy.

N3m.

IMonam.

Jlara

MAC anpec npuer
Macka
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2.4.9 I'pynna crpanun «be3onacHocTby»

Ota rpynmna coaepkut rpynnsl crpaHul] «802.1X», «RADIUS» u crpanuny «OrpaHuyeHue
yIpaBJeHus ¢ NopToB» (cM. PucyHok 73).

Ha crpanunax rpymmer «802.1X» orobOpaxaroTcst HacTpoiiku (ctpanuiia «[yobaibHbie
Hactpoiikm» (cM. Pucynok 66), «Hacrpoiiku moptoB» (cM. Pucynok 67)) m «Craructuka» (cMm.
Pucynok 68), «Cratuctuka ceccun» (cMm. Pucynok 69) u «/Imarnoctuka» (cM. Pucynok 70).

Ha crpannne «I'obGanbHbIe HACTPOWKI 337aeTCs M OTOOpa)kaeTcsl 3ampelieHne/pa3pemieHne
paboter IEEE 802.1X, a takke mpoToKos aBTopu3anuu. s aBTOpH3AIMK TOJIB30BATEINsl HA MOPTY
UCTIOJIB3yeTcs 0a3a JaHHBIX, KOTOpas MOXKET PacIoiarathcsi TM00 B KOMMYyTaTope (KOTJa B KaueCTBE
MIPOTOKOJIa aBTOPU3ALIMK yKa3aHa JIoKainbHas 0a3za), mubo Ha RADIUS cepsepe (korma B kauecTse
NpoTOKOJIa aBTopu3aimu ykazadn RADIUS).

Ha crpanmmax rpynnsl «RADIUS» oroOpakaroTcst HAacTpOWKH cepBepoB (CTpaHMIA
«Hacrpoiiku cepBepoBy» (cMm. Pucynok 71)) u «Authenticationy» (cm. Pucynok 72).

Crpanuna «OrpaHudeHue YMpaBiCHHs C MOPTOBY» IMO3BOJSIET Pa3pelIuTh WU 3alpeTHTh

yIpaBJIeHUE KOMMYTaTOPOM C IIOPTOB.

HUzm. |Iloxm. | Jlata
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MobanbHble HACTPOUKU

PaBora IEEE802.1X

3anpelweHa e

TPOTOKON ABTOPU3ALMK

NokanbHan baza v

Pucynox 66— Ctpanuna «I'nobanbHble HACTPOUKI»

HUzm. |Iloxm. | Jlata




HacTpoliku nopTtoB

Mopt

CocToRHWE KOHEYHOrO
asTomara PAE

Initialize

ForceAuth

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

COCTOSIHME KOHEYHOTO
aBTomara Backend
Authenication

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize

Initialize
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Hanpaenenne
BMNOKNPYEMBIX NOTOKOB

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Both

Cratyc nopta

Unauthorized

Authorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Unauthorized

Pexum nopta

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Pucynok 67 — Ctpanuna «Hactpoiiku mopToB»
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Mepuon TUWMKHBI
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60

60

60

60

60

60

60

60

60

60

60

60

60

60

60

60

60
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Kaapos EAPOL npwHsto

BaiT NpHHATO

Cratuctuka

Kaapos EAPOL seigaro

BaHT BBIAAHC
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Kanpos EAPOL start Kanpos EAPOL logOff
ApuHsTo ApMHsTO
i 0
0 0
0 0
0 0
o o
0 o
o 0
o 0
i 0
0 0
0 0
0 0
0 o
0 0
[ o
0 0
0 0
0 0
0 0
0 o
0 1]
o 0
o 0

Kanpos EAPOL Respld Kanpos EAPOL Resp
npUNATO npuHaTe
] ]
] 0
0 ]
0 (i
o a
o a
o a
] [
0 ]
0 0
0 0
] a
0 a
0 a
] a
] [
0 ]
0 a
0 0
o a
o a
] [
0 o

Pucynoxk 68 — Ctpanuna «Ctatuctuka»

CratucTika ceccumn

Kanpos npuwso

0 0
0 0
0 0
0 o
0 (1)
0 o

0
0 0

0
0 o
0 0
0 0
0 0
0 0
0 0
0 0

o
0 0
0 0
0 0
0 0
0 0
0 0

ceccun  MeTop ayTeHTUdMKALMM

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remote authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remole authentic server

Remote authentic server

Remote authentic server

Remole authentic server

Remote authentic server

Kanpos EAPOL Reqld Kanpos EAPOL Req Kanpos HEnpaBniHaIx
asifano BBIAan0 MHATO
i 0 0
0 0 0
0 0 0
i [ 0
'] o o
0 o 0
[} 0 o
o 0 0
0 0 0
0 [ 0
0 0 0
[ 0 0
0 o 0
o 0 o
o [ [
0 0 0
i 0 0
0 [ 0
0 0 0
'] o o
0 0 [
i 0 0
0 0 [
v
L == -

00:00:000

00:00.00.0

00:00:000

00:00:00.0

00:00:000

00:00:00.0

00:00:000

00:00:00.0

00:00:000

00:00:00.0

00:00:000

00:00:00.0

00.00:000

00:00.00.0

0000000

00:00.00.0

0000000

00:00:000

0000000

00:00:000

0000000

00:00:000

0000000

Pucynok 69 — Ctpannna «CTaTHCTHKA CECCHI»
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Supplicant Logoff
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Supplicant Logoff
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ant Logoff
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Supplicant Logoff
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OuarHoctuka
Bxonoe & cocToRNNe Mpunsto EAPOL LogOff s  Bx0foB @ cocToRmme :f""“ Sz W . °""“"°' """“"""‘"‘ Mpunsto EAPOL start & Mpsnato EAPOL Logoff
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 ] o 0 0
0 0 0 0 0 0 0 0 0
0 0 0 a 0 ) 1] 0 0
] '] a a 0 o o ] o
0 0 a a 0 1] 0 1] 1]
] '] a a 0 1] o o o
0 0 0 0 0 0 0 o o
0 0 0 0 [} 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
] 0 0 0 0 0 0 0 0
0 0 0 i 0 ) 0 0 0
0 0 a a 0 o o ] o
0 0 o a 0 0 1] 1] 0
] o a a 0 1] o o o
0 1] o o [1} 0 1] 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0

Pucynok 70 — Ctpannna «/lparHoctika
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Homep notpa (ayTenTudpukaTop)

Pucynok 71 — Ctpanuna «Hactpoiiku cepBepoB»

TaimayT

N3m.

IMonam.

Jlara

KonuuecTeo NOBTOPHLIX Nepena4
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Wunekc Anpec Mopt
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Round trip time

Access requests

Pucynok 72 — Crpanuna «Authentication»

HUzm. |Iloxm. | Jlata
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OrpaHnyeHre ynpaeneHns ¢ NOpToB

Mopt Pa3pewnThb ynpasneH1e KOMMYTaTOPOM ¢ JAHHOTO NOpTa

a0 W oN
(< < J < I <

(< <

= 8% 3 % 3 B = 38 ° ° ~
(I < < R < <<

[ <

B
(<

>

Pucynoxk 73 — Ctpanuna «OrpaHndeHue ynpaBieHus C OPTOB»

HUzm. |Iloxm. | Jlata
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2.4.10 I'pynna crpanun « MOHUTOPUHI

['pymna cTpanun « MOHUTOPHHD» COAEPIKUT cTpaHuIlbl «JIor» (cM. Pucynok 74), «Otpaxenue

noproB» (cM. Pucynok 76), «/lmarHoctmka kabemst» (cM. PucyHok 77) u rpymmy CTpaHHIL

«CraTucTuka.

Crpanuna «Jlor» orobpaxaer 3aperucTpupoBaHHbIE COOBITHS, TPOUCXOSIINE B KOMMYTAaTOPE.

BriBoinMbIe COOBITHSI OTCOPTUPOBAHBI BO BpeMEHH (OT HanboJiee Mo3/IHero K Haubosee paHHEMY).

Jloru

00:00:02.0 Local0.Crit 0.0.0.0 drv-prestera %%

Pucynok 74 — Ctpanuua «Jlor»

Nsm. | Ilonm.

Jlara

i
4}

T W
T T @

0

o T

Jd2. 100U

192.168.0.1
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I'pymnna crpanun «Cratuctuka» coaepxut crpanuity «KRMON»y (cm. Pucynok 75). Ha manHo#i
cTpaHmIle otobpakactcs mHbopmanus — Ooinblinas yacth Ethernet cratucrukm RMON (RFC1271).
Haxxatne kHonku « OOHOBUTHY TPUBOJIUT K OOHOBJICHUIO BBIBEJICHHBIX HA SKPAH JaHHBIX.

Crpanuna «OTpakeHue MOPTOBY MO3BOJSET HACTPOUTH 3epKATTUPOBaHUE (OTPAKEHUE) TIOPTOB:
yKa3aTh MOPT-TIPUEMHHUK ISl OTPAKEHUST BXOIAMIMX (MCXOMISANINX) MAKETOB M Pa3peIIuTh OTPAKCHUE

BXOAAIIUX (I/ICXO,I[SIH_[I/IX) IMaK€TOB Ha OJHOM HJIM HECKOJIBKHX ITOPTaXx.

Rmon

TENBHBIX naketos
MAKETOB NPUHATO NPHHATG

Koporkix naxeton LnuiHbIX nakeTos:

Nopr Ot6powero BaT NpuHATO BCero MakeTos NPHHATS Beera npuKATO npUKATO

OuwnBox anmHe!  CRC parwentos NPUHATO

0 0 0 0 0 0 0 0
0 0
0 0 0 0
0 o a a 0 0 0 0 0
0 0

0

0 o ) 0 0 0

Pucynox 75 — Crpannma «RMON»

HUzm. |Iloxm. | Jlata
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OTpakeHune NopToB

TOpT-NPUENMHYK ANA OTPEKEHHA BXOAALLIMX NBKETOR
Mopr 1 v
TIOPT-NPUEMHIK 1A OTPEKEHHA HCXOAALIMK AKETOR

Nop 1 v

Mopt Pa3peITE OTRAMEHHE BXODALIMX NAKETOR Pa3pewkT OTPAXEHUE HCXOAAWMX NAKETOR

Jarpyaur

Pucynok 76 — Ctpanuua «OTpaxkeHue mopToB»
Crpannna  «JluarHoctuka  kabenms;»  mo3BonsieT  3amycTuTh — TecT — Ethernet-xabens
MOJIKJIFOYEHHOT0 K OJHOMY M3 MOPTOB KOMMYyTaTopa. TecTbl MOXHO 3aIllyCKaTh TOJBKO HAa MEIHBIX
noprax. /I BBIOJIHEHUS TecTa HEOOXOIMMO BbIOpaThb HYXXKHBI MHOPT M HaXaTh KHOIKY

«TectupoBaTh», pe3ynbTaThl Oy1yT OTOOpa’keHbI B TAOIHLIE.

HUzm. |Iloxm. | Jlata
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[dnarHocTuka kabens

MopT 4nA 3anycka Tecta

Pucynok 77 — Ctpanuna «/lnarsoctuka xademus»

HUzm. |Iloxm. | Jlata
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2.4.11 I'pynna crpanun «{onoJqTHUTEJIbHO»

I'pymnna crpanui «JlomomaurensHo» coaepskut crpanuiy «DHCP Local Relay» (cm. Pucynok
78) u rpymnmy crpanur; «SNTPy.
Crpannna «DHCP Local Relay» mo3Bonsier HacTpanBath BKJIrOueHHe W oTkioueHne DHCP

Local Relay (options 79).

DHCP local relay

Pa3spelumTs DHCP Local Relay (options 82)

Pucynok 78 — Crpanuria «kDHCP Local Relay»

HUzm. |Iloxm. | Jlata
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I'pymna crpanui; «SNTP» Brmtouaer crpanmny «Hacrtpoiiku SNTP» (cm. Pucynok 79),
KOTOpasi MO3BOJISIET HACTPOMTH ajapeca AByx cepBepoB SNTP wu crpanuiyy «YacoBoi mosicy (cMm.

Pucynok 80) , koTopast Mo3BOJIIET YCTAHOBUTH YaCOBOM IIOSC.
HacTtpoika SNTP

PespelunTs SNTP
Anpec nepsoro cepeepa SNTP

0.0.0.0

Afpec BTOpOro cepsepa SNTP

0.0.0.0

WHTepsan onpoca (CekyHas!)

720

McTouHmk BpeMeHi
System clock

Pucynoxk 79 — Crpannma «Hactpoiiku SNTP»

HUzm. |Iloxm. | Jlata
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YacoBoW nosc

utc Yacol IMHHYTHI

+ v 0 0

Pucynoxk 80 — Ctpanuna «HacoBoit mosicy

HUzm. |Iloxm. | Jlata
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2.5 I'pynna crpanun «Kondurypauus»

B rpynny crpanun Bxomsr crpanuisl «Hactpoiika», «Cucremnas wunpopmanms», «IP
unrepdeiicy, «MAC anmpecy, «Uurepdeiicel ynpasnenus», «SNMP», «SSH», «Syslog» u rpymmn

ctpanull «L2», «QoS», «ACL», «be3onacHocTh», K MOHUTOPUHT» U «J{OMOIHUTEIBLHOY.

HacTtpoika

Tekywan KoHbMrypauma PenaktupoBats dhainsl
&3

) 3arpy3uTh B KOMMYTATH
Kondmrypauwa onAa pegaktwposadua (not save) e =

31 Brirpyaute Mz komMyTaTopa

BribpaTh KoHpUrypauyo

0 Pegakmapoeats (A Pepaxmvposars

1 Pepakmupoears AV@l Penaxmvposars

2 Pepakmupoeats Il Penarxmiposats

3 Pepakmupoeats I Pepaxmiposats

Peparxmipoeats PepakmpoBats

5 Pepakmpoeats VAN Pepaxmuposams

6 Pepakmupoeats PVl PepakvpoBats

7 PenakpoBath PEN Pepakvposats

8 Pepakmpoeats P9 Pepaxmuposams

=y
(]
[=]

9 Pepakmupoeats 25 EEETYTEEY

Pucynok 81— Crpanwnma «Hacrtpoiikay

Ha crpanune «Hactpoiika» (cM. PucyHOK ) 1aHHO# cTpaHHIIe MOKHO:

HUzm. |Iloxm. | Jlata
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— BBIOpaTh HEOOXOIUMYIO JIJIsl peJaKTUPOBaHUs KOH(MUTypanuio (BHIOpaB €e HOMEp U HakaB
KHOTIKY «PeakTHpOBaTh)» HAIIPOTHUR);

— COXPaHUTh PENAKTUPYEMYyI0 KOH(UTYpalHIO B SHEPrOHE3aBUCUMYIO MaMsITh KOMMYyTaTopa
(HaxxaB KHONIKY «COXpaHUTBY);

— COXpPaHUTh PEIAKTUPYEMYyI0 KOHQUTYPAIMIO B SHEPTOHE3aBUCUMYIO MaMsITh KOMMYyTaTopa
1101 BIOpaHHBIM HOMEPOM (HaxaB KHONKY «COXpaHUTh Kak»);

— yHaauTh KOHQUTYpaLMI0O M3 SHEPrOHE3aBHUCHUMON MaMSATH KOMMYTaTopa (Ha)xaB KHOIKY
«Y nanutey);

— COXPaHHUTh KOH(PHUTYpaIHI0 U3 KOMMYTAaTOpa Ha JIOKAIBHBIN JUCK KOMITbIOTEpa (BhIOpaB ee
HoMmep B O61oke «PenaktupoBath (haiiabl» U HakaB KHONIKY «CKadaTby);

— 3allicaTh B PHEPrOHE3aBUCUMYIO MAaMSTh KOMMYTaTopa KOHPUTYpALHIO, paHee COXPAaHEHHYIO
Ha JIOKaJLHOM JuCKe (BBIOpaB ee HOMep B Oyioke «PemaktupoBars (aiib» W HaxaB KHOIKY

«BBIrpy3uTh»).

HUzm. |Iloxm. | Jlata
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2.5.1 Ctpanuna «CucremHasi uHgopmanus»

Ha crpanune «Cucremuas wundopMmarms» (cM. PucyHok 82) ycraHaBimBaercs

MecCToIoNokeHue, uMs kommyraropa 1 @O agmunucTpaTopa.

CucremHasa nHgopmauus

ANMWHUCTPETOP

1IMA koMMyTaTOpa

ESP-BOX Ethernet Switch

MecTonongxeHue

Pucynok 82 — Ctpanuna «CucremMHas nHpopMarus»

HUzm. |Iloxm. | Jlata
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2.5.2 Ctpanuna «IP untepdeiic»

Ha crtpanune «IP unTepdeiic» (cm. Pucynok 83) ycranaBnusarotcs IP ampec kommyTtartopa,
MacKa IMOJICETH U aJIpeC OCHOBHOTO MUTI03a. J[aHHBIE MapaMeTphl MOXKHO YCTaHABIMBATh BPYUHYIO WIIH

¢ nomoltusw DHCP.

IP nHtepdeic

Wcnonesoeate DHCP

IP agpec
192.168.0.200

Macka noaceTH
25525500
OCHOBHOM LUNIO3
0.0.0.0

Pucynox 83 — Ctpanuma «IP uaTepdeiicy

HUzm. |Iloxm. | Jlata
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2.5.3 Ctpanuna «MAC aapec»

Crpanunia «MAC aapec» (cMm. Pucynok 84) mossossier Hactpouth Tekymuii MAC-agpec

KOMMYTaTOpA.

MAC agpec

Mac agpec KoMMyTaTopa

00:00:00:00:00:00

Pucynox 84 — Ctpanuua «MAC anpec»

HUzm. |Iloxm. | Jlata




94
['®KII.00360-01 90 01

2.5.4 Ctpanuna «urepdeiichl ynpaBjaeHus»

Ha crpannne «Murtepdeiicel ynpasienus» (cMm. Pucynok 85) comepskutcs 010k «Bceey,
KOTOpBIN cosepxut HacTporiku ooume s CLI u Web-unrepdeiica. [To3Bomnsier HacTpanBaTh Bpems
aBTOMATHYECKOT'O BBIXO/IA.

brox «CLI», conepxxut HacTporiku yHuKaiabHbie s CLI. Tlo3BomsieT HacTpamBaTh CKOPOCTh

obmena o uatepdeiicy RS232/RS485.

WHTepdenchbl ynpaBneHns

Bce
BhIxoaWTh U3 CLI M WEB nocne

Huroroa A

CLlI
CropocTb oOmMeHa no RS232/485

115200 v

Pucynok 85 — Crpannna «IaTepdeiics! ynpaBieHus»

HUzm. |Iloxm. | Jlata
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2.5.5 Ctpanuna «SNMP»

Ha crtpanuiie «<SNMP» (cm. Pucynok 86) comepskutcst 6110k «Trap», KOTOPBIA IO3BOJISIET
HacTpouTh BbiAady coobmennii SNMP TRAP u 6mok «Link Up/Link Down Trap», KoTOpbiii

MO3BOJISICT Pa3pelInTh BhiAauy coobmenuii Link Up/Link Down mist kaykaoro u3 mopTos.

SNMP

Pespelumts TRAP Mopt F Tb Bblgavy L i Link Up / Link Down

l!@@@@@&@&@@@@@@@&@@@@

Pucynox 86 — Ctpanuua «SNMP»

HUzm. |Iloxm. | Jlata
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2.5.6 Ctpanuna «SSH»

Ha crpannne «SSH» (cm. Pucynox 87) coxmepkarcs Omokm «OOIIuMe HACTPOUKH» U
«Hactpoliku cepsepay.

bnok «O0muie HacTpOWKU» MO3BOJIET HACTPOUTH anroputMbl mudposanus (3DES, AES128,
AES192, AES256, Arcfour, Blowfish, CAST128), koutposs nenoctHoctr ganHabix (MD5, SHAL) u
METO/IbI aBTOPHU3AIMHU (110 APOJIFO U/WIIH 110 OTKPBITOMY KJIFOUY).

brnok «Hacrtpoliku cepBepa» IMO3BOJSICT HACTPOUTH 0OmUEe TapaMeTpsl cepBepa SSH
(MakcHMMaJIbHOE KOJMYECTBO OJHOBPEMEHHBIX CECCHH, TaliMayT cepBepa, MAaKCHMAJIbHOE KOJIHYECTBO

oboK ayTeHTU(HKauK, Homep mopta TCP mist paboThl cepBepa).

HUzm. |Iloxm. | Jlata




SSH

OCHOBHLIE HACTPOMKK
Hoctyn no S5H

Paapewsd v

ANropuTMbl Wndbpaumm

3DES
AES128
AES192
AES256
Arcfour
Blowfish
Cast128
Jon#eH ObiTe pazpelued xoTA Oul 1 MeTog Wwudpaumu

ANFOpUTIEl KOHTPOMA

MD5
SHA1
Jom#eH ObiTe paspelleH XoTA Ow 1 MeTog KOHTpONA

MeTonkl aBTOpU3aLINKM

ABTOpU3ALMA NO NAPoNk
ABTOPU3ALMA NO OTKPBITOMY KIHHY
Jon#eH ObiTe paspeled xoTA Osl 1 MeToZ aETOpUIaLMK

97
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HacTpolikn cepeepa
MaKCMManbHoe Kon-Bo OOHOBPEMEHHBIX CECCHi
8

3Ha4YeHWe TailMayTa cepsepa (CeKyHIb!)
120

IMAKCMMANEHOE KOM-BO OLUIMGOK ayTeHTUCDUKALIN

3

Homep nopta TCP Ana paboTs! Cepeepa
22

Pucynoxk 87 — Ctpanuna «SSH»

N3m.

[Toan. | JlaTa
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2.5.7 Crpannnua «Syslog»

Crpanuna «Syslog» (cm. Pucynok 88) mo3BosisseT HACTpPOHMTH Bblaady cooOmieHuii Syslog
(momep cepBepa Ui Bbigaum cooOmieHuid, |P address, Ha KOTOpbI OyayT BbIIaBaThCsl COOOIICHUS

syslog, Homep nmopra UDP st Beaum cooOIeHHi 1 rpymny coodenui Syslog).

Syslog

Homep IP agpec UDP nopt Emergency Alert Critical

Pucynox 88 — Crpanwuma «Syslog»
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2.5.8 I'pynna crpannn «L2»
I'pynna crpanun «L2» comepxut crpanunbl «Hactpoiika moptoB», «Hactpoiika omucaHuit

noptoBy», «PesepBupoBanmne» u «PesepBupoBaHHOoe Koibio» W rpynn ctpaHul] «VLAN», «STPy,

«ERPSy, «FDB», «|IGMP Snooping», «LLDP» u «O0benuHeHrE TOPTOBY.

2.5.8.1 Crpanuna «Hactpoiika nopToB»

Crpannna «Hactpoiika moptoB» (cM. PucyHok 89) mo3Bossier HaCTpOUTh apaMeTpbl MOPTOB:

PECIKUM pa6OTI>I, CKOPOCTH, AYIUICKC, YIIPABJICHNUEC ITIOTOKOM U T.I.

HacTpoitku nopros

Mopr Pexcnm paorsl CKopocTs (3anaHHan) [Lynnexc (sanaHKif) Ynpasnemue noToKkom DownShift
1 ABTONEPErOBOpL! 1000 Mbit Mo 3anpeueno 3anpelen
AsToneperoeopsl 1000 Mbit Nonsit 3anpeweno 3anpewen

3 Monkei 3anpeueno Janpewsen
4 Monvei 3anpewero 3anpewen
1000 Mbit Mankei Janpeujeno JanpeweH

AETONEPENOBOpL 1000 Mbit Mot 3anpetyeHo 3anpeten

ASTONEPErOEOpL 1000 Mbit Mankei JanpeueHo Janpeujen

ABTONEPENOBOpL! 1000 Mbit Mok 3anpeueno sanpelien

] 1000 Mbit Monkeit Janpeweno Sanpewen
10 1000 Mbit Monkeit 3anpeweno 3anpewen
1n AsToneperoeops! 10 Monwwi 3anpeweno 3anpewen
ABTOrEPRIOBOpE! 1000 Mbit Monkei 3anpeueHo 3anpelss

13 AETONEpEroeops! 1000 Mbit Mot BanpeleHo 3anpeten
Y] 1000 Mbit Mankei Janpeujeo Janpeujen
15 1000 Mbit Mo 3anpeujeno 3anpeuen
16 1000 Mbit Monsit 3anpeweno 3anpewen
17 Monksi 3anpeleHo 3anpeleH
] 1000 Mbit Monwei 3anpewero 3anpewen
19 1000 Mbit Montwi 3anpeweno 3anpewen
20 1000 Mbit Monksit Janpeujeso 3anpeujen
21 ABTONEPErOBOpL 1000 Mbit Mo 3anpeueno 3anpelen
AsToneperosopsl 1000 Mbit Nonksit 3anpeweo 3anpewsen

23 ABTONBpPArOBOpL! 1000 Mbit Monki Janpeweno 3anpeuoH
24 AgToneperoeope 1000 Mbit Monwi 3anpeweno 3anpewen

Pucynox 89 — Crpanuna «Hactpoiika mopToB»

HUzm. |Iloxm. | Jlata
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2.5.8.1 Crpannua «Hacrpoiika onucaHuii nopToB»

Crpanuna «Hactpoiika onucanuit moptoB» (cMm. Pucynok 90) mo3BosissieT HaCTpOUThH OIUCAHKE

AT KAXKA0TO U3 MMOPTOB.

HacTpoiika onucaHuii nopToB

Mopr Onucatme nopra (ifAlias)

Pucynox 90 — Ctpanuna «Hactpoiika onucanuii mopToB»

HUzm. |Iloxm. | Jlata
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2.5.8.2 I'pynna crpanun «VLAN»

Ha crpanumax 3toit rpymnmsl oToopaxatorcs ctatudeckue VLAN, nmpucyTcTByronme B JaHHON
koHpuryparuu (crpanuna «Crarnueckue VLANy» (cm. Pucynok 91)), nactpoiiku 3uHauenus PVID u
¢unbTpanuu BXosIIero Tpaduka Ui HOPTOB KoMMyTaropa (ctpanuna «HacTtpoiiku moptoB» (cM.
Pucynoxk 92)) u VLAN ynpasnenus (ctpanuna « VLAN ypasineaus» (cMm. Pucynok 93)).

Crpanuna «Cratuueckne VLAN» mo3BonsieT co3gaBaTh, YAaliTh WIM PEIaKTHUPOBATH
crarnueckue VLAN.

Crpanuna «HacTpoiika mopToB» mo3BoisieT peaakTupoBaTh 3HadeHus PVID u ¢unbrpanuu
JUIS K&KJIOTO U3 MOPTOB KOMMYTATOpa.

Ha pannoii ctpanuie MoxkHo 3agaTh 3Hadenwe PVID nmns kaxkgoro u3 mopToB, MpU3HAK
dopcupoBanHoro mnpucBauBanus PVID Bcem BXomdmmM —TakeTaMm, IPU3HAK  (QHIBTPAHAA
(orOpaceiBanust) nakeros, 3HayeHue VLAN ID kortopeix He nmpunamiexut cnucky VLAN nanHoro

MOpTa U pa3pelInTh/3apeTUTh MPUHUMATH Kaapbl 6e3 Tera VLAN.

HUzm. |Iloxm. | Jlata




Ctatudeckme VLAN

VLANID

1

default
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MopTkl ¢ Terom MNopTel bez Tera

1-8

Pucynok 91 — Crpanuna «Cratuueckue VLAN

HUzm. |Iloxm. | Jlata
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HacTpoiika nopToB

Mopt PVID (o] T PVID @unsTpauua Bxoaawero Tpacuka

1 1
2 1

3 1

Pucynox 92 — Crpanuna «Hactpoiiku mopToB»

Ha crtpanune «VLAN ynpasnenus» wmoxHO 3amzatb Homep VLAN, wu3 kortopoii

OCYHICCTBIIACTCA YIIPABJIICHUEC KOMMYTAaTOPOM.

HUzm. |Iloxm. | Jlata




104
['®KII.00360-01 90 01

VLAN ynpasneHus

Mcnone3oears crnegyowyo VLAN AnA ynpaeneHua KoMmyTaTopomM

1

Pucynox 93 — Crpanuna «VLAN ynpasneHus»

HUzm. |Iloxm. | Jlata
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2.5.8.3 Ctpanuua «Pe3epBupoBaHue»

Ha crpannne «PesepBupoBanue» (cM. Pucynok 94) moker OBITh HACTPOEH PEKUM

pe3epBUPOBaHUs (3anpeT pe3epBupoBanusi, Kobio i STP/RSTP).

PesepBupoBaHme

Pe#uM pe3epEMpPOBaHUA

JanpelyeH e

Pucynox 94 — Ctpannnua «PezepBupoBanue»

HUzm. |Iloxm. | Jlata
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2.5.8.4 I'pynna crpanun «STP»

Ha crpanmnax stoii rpymmbsl oToOpakarorcs Hactpoiiku STP (RSTP) (obmme Ha crpanwmiie
«O06mume Hactpoiiku» (cM. PucyHok 95) u HacTpoiiku mopToB Ha crpanuiie «HacTpoliku mopToB» (CM.
Pucynok 96)). Crpanuisl «O0mme HacTpoitku» u «HacTpoiiku mopToB» MO3BOJISIOT PEIaKTUPOBATh

napameTpsl STP.

O6ume HacTpourku
MpPHOPKTET KoMMYTaTOpa
32768 A4

Brige max age, CeKkyHI
20

Brige forward deley, cekyHn,

15

PERUM patoTsl

RSTP i

Tx hold count

6

Pucynox 95 — Ctpannna «O01me HacTpOKm»
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HacTpoiiku nopToB

Mopt

20
21
22
23

24

MpuotputeT
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128

128

PaspeweH
PazpelueH
Paapelex
PazpelueH
Pa3speluex
Pa3pelueH
PaspelueH
Pa3peweH
PaspelueH
Paspewen
PaspelueH
Pazpelen
PazpelueH
Paapelen
PazpelueH
Paapelen
PazpelueH
Paapeluex
PazpelueH
Pa3speluex
Pa3pelueH
PaspelueH
Pa3peweH
PaspelueH

Paspewen

['®KII.00360-01 90 01
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CToMmocTb (3agaHHas)

0

0

TpaHWYHbIA NOPT (3a0aHHOE 3HaYeHHe)
AsT0
AsTo
AsTo
AsTo
ABTO
AsTo
ABTO
AsTo
AsTo
ABTO
AsTo
AsT0
AsTo
AsT0
AsTo
AsT0
AsTo
AsT0
AsTo
ABTO
AsTo
ABTO
AsTo

AsTo

Pucynoxk 96 — Ctpanuma «HacTpoiiku mopToB»

N3m.

IMonam.

Jlara
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2.5.8.5 Ctpanunua «Pe3epBrpoBaHHOE KOJIbII0»

Ha crpanuie «Pe3epBupoBaHHOe KOJblo» (cM. Pucynok 97) oToOpakaroTcs HOMepa MOPTOB

AJI UCITOJIB30BaHUS B PE3CPBUPOBAHHOM KOJIBIIC.

PGSBDBMDOBBHHOG KonbLuo

MepELIiA NOPT KonkLa

1

BTOpO# NOpT KoNbLA

2

Pucynox 97 — Crpanuna «Pe3epBUpoBaHHOE KOJIBLIO»

HUzm. |Iloxm. | Jlata
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2.5.8.1 I'pynna crpanun «<ERPSy»

Ha cTpanunax stoit rpynmnsr otobpaxatorcs Hactpoiiku ERPS (ctpanuna «O0mue HacTponKn»
(cm. Pucynok 98), crpanmma «Hactpoiika komem» (cm. Pucynok 99), crpanuna «Hacrtpoiika
noakoien» (cm. Pucynok 100)). Crpanuipl «O0mue HacTpoiikny, «Hactpoiiku konery» u «Hactpoiika

MTOAKOJICID» TTO3BOJISIOT peAaKTUpoBaTh napameTpbl ERPS.

O6ume HacTpourku

PaGora ERPS

3anpeweHa v
TRAP

JanpeweH -
Log

JanpelyeH e

Pucynox 98 — Crpannmna «O01mume HacTpONKu»

HUzm. |Iloxm. | Jlata




HacTpoWku koneu,

RAPS VLAN

Ring ID

110
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3anagHbId nopT

BocTouHbli nopt

RPL nopt

Pucynox 99 — Crpanuna «Hactpoiika komnem

N3m.

IMonam.

Jlara

RPL pone

NoVir
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HacTpoiku noakonew

RAPS VLAN konsua

Ring ID konksua RAPS VLAN nogkoneua

Ring ID nogkonsua

Pucynox 100 — Ctpanuna «Hacrtpoiika moakosuem»

N3m.

IMonam.

Jlara

TC Propagation
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2.5.8.2 I'pynna crpanun «FDB»

Ha crtpanumax 3Toi Tpymnibel 0TOOPaKAIOTCS CTATHYECKHE OJHOAIPECHBIC M MHOTOAJPECHBIC
MAC-anpeca, 3anaBaemble mosb3oBaTenieM (rpynmna crpaHull «CraThdeckue aapeca». CTpaHUIa
«Onnoanpecubiey (cm. Pucynok 101), crpanmma «MuoroaapecHsie» (cMm. Pucynok 102)), Bpems
ycrapeBanus MAC anpecoB (crpanuiia «Bpemst ycrapeBanus» (cM. Pucynok 103)) u pasperrenue
obyuenuss MAC-anpecoB Ha nopTax (cTpanuiia «Pasperienne o0yuenus» (cm. Pucynok 104)).

Ha crpanune «OgHOaapecHbIe» MOXHO 33JlaTh HOBBIM JTHOO OTPENaKTUPOBATh WM yIATUTh

onuH u3 panee BBeaeHHBIX MAC-anpecos.

HUzm. |Iloxm. | Jlata
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OpHoaapecHbie

VLAN ID MAC anpec

Pucynok 101 — Crpanura «OaHoaapecHbIe»

Ha crpanune «MHoroaapecHble» MOXHO 3aJaThb HOBBIA M IPUBS3aTh K MOPTY (IOpTam) WU
YAQJUTh OJTMH U3 paHee BBEJACHHBIX MHOTOaapecHbix MAC-aapecos.
Ha crpanune «Bpemst ycrapeBanus» MOKHO 3a1aTh Bpems ycrapeBanus MAC-aapecos.

Ha crpanune «Pa3perienne oOydeHus» MOXKHO pa3peluTh WM 3anpeTuts uzydenne MAC-

a/lpecoB Ha MOPTaX KOMMYTaTopa.

Mopr

N3m.

IMonam.

Jlara




MHoroagpecHble

VLANID

MAC appec
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BrixogHble nopTel

3anpeleHHkie NOPTLI

Pucynoxk 102 — Ctpanuna «MHOroaipecHbie»

N3m.

IMonam.

Jlara
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Bpewms ycTapeBaHus

Bpems ycTapeBaHWA mac aapecos

300

War ycTaHosku epemend 10 cexyHg

Pucynox 103 — Ctpanuna «Bpems: yctapeBaHUs»

HUzm. |Iloxm. | Jlata
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PaspeLlueHre obyyeHus

Mopt Paspewntb nay4yeHne Hoebix MAC agpecos

1000000000000 O000O0DO

Pucynox 104 — Ctpanuna «Pa3penienne o0ydeHus

HUzm. |Iloxm. | Jlata
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2.5.8.1 I'pynna crpanun «lGMP Snooping»

Ha crpanuiiax 3Toii rpymimsl MOKHO 3a1aTh Hactpoiiku IGMP Snooping (ctpanuiisr «O0Imme
nactpoiiku» (cMm. Pucynok 105) , «Hacrpoiiku (VLAN)» (cM. Pucynok 106), «Cratndyeckue MmopTh

poytepoB» (cMm. Pucynok 107)).

Ob6uine HacTpoKrKu

Patora IGMP Snooping

3anpelweHa e

Pucynox 105 — Ctpanuna «OO01mue HacTpOHKm»
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HacTtpoika VLAN

VLAN

1

Query interval

125
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Max response time

10

118

Robustness

2

Last member query
interval

1

Pucynok 106 — Crpanuna «Hactpoiiku (VLAN)»

N3m.

IMonam.

Jlara

Querier
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CTaTuyeckue nopThbl poyTepoB

VLAN CraTM4eckue nopTsl 3anpeWweHHbIE NOPThI

Pucynox 107 — Ctpanuna «Ctatndeckue HOpThl pOyTEPOB»
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2.5.8.2 I'pynna crpanun «LLDP»

Ha crpanuniax 3Toii rpymmsl oToOpaxkaroTcs HacTpoiiku npotokona LLDP (ctpanuisr «O06mue
HacTpoiiku» (cM. Pucynok 108), «Hactpoiiku noproB» (cMm. Pucynok 109), «Hactpoiiku Basic TLVsy
(cMm. Pucynok 110), «Hactpoiiku Dotl TLVsy: I[Topr VLAN ID (cm. Pucynok 111), Umena VLAN
(cm. Pucynok 112), «Hacrpoiiku Dot3 TLVS» (cm. Pucynok 113)).

O6ume HacTpourku

PaGota LLDP

PaapeweHa v

WHTEpBAN BbIAE4YM

30

CERYHE

MHOXMTENE 330E0HKM BbI0AYM
4

3afepKKa NOBTOPHOI
MHUUMANW3ALMH

2

CEKYHE,

3afepika Bbloaqn

2

CERYHE

WHTEpBAN BLIAAYM W3BELLEHWI
5

CERYHE

Pucynok 108 — Crpanuna «O01mupe HaCTpOHKm»
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HacTpoiikn noptos

YeeaomnsioiLme coobieHis

Pucynoxk 109 — Ctpanuna «Hactpoiiku mopToB»

HacTtpoiiku Basic TLVs

Onucanme nopra

(<M<

o000 00O OO0DO

Wms cuctems:

(<M<

o000 OO0 O0O0DO

Pucynok 110 — Ctpanurnia «Hactpoiiku Basic TLVS»

Onucaxme cucTemsl

(<M<

(<IN < BN R <IN < BB < < < I < I < < <

covom

3agaHHLIA cTaTYC

Txand Rx

Tx and Rx

Txand Rx

Tx and Rx

Txand Rx

Tx and Rx

Txand Rx

Tx and Rx

Tx and Rx

Txand Rx

Tx and Rx

Txand Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Tx and Rx

Txand Rx

Tx and Rx

Tx and Rx

BoaMOXHOCTH cUCTEMEI

(<M<

(<IN < BN R <IN < BB < < < I < I < < <

N3m.

IMonam.

Jlara

Agpec ynpagnenus

(<M<

(<IN < BN R <IN < BB < < < I < I < < <
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HacTtpoiiku Dot1 TLVs

MopT VLAN ID  Wma VLAN ID

TNopr TopT VLAN ID

=)
0000000000000 O0O00DO

B =D

Pucynok 111 — Crpanuna «Hacrpoiiku Dotl TLVsy (ITopt VLAN ID)

Hactpoiiku Dot1 TLVs

Mopt VLAN ID  Mima VLAN ID

Mopr VLAN ID Boipasars wus VLAN ID

1 1

)
Pucynoxk 112 — Crpanuna «Hactpoiiku Dotl TLVs» (Mmena VLAN)
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HacTtporikn Dot3 TLVs

MNopt

Kondurypauua MAC/PHY

I 0000000000000 000000
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Esssssssssssssssssssss
3
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0O6BbeanHeHUe NOPTOB

MakcuMmanbHbIAH pa3mep Kagpa

LI < BN < BN < BB < BN BB RN BN RN <R <IN <R BB <IN <R <R <R <

Pucynoxk 113 — Crpanuna «Hacrpoiiku Dot3 TLVSy

N3m.

IMonam.

Jlara
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2.5.8.3 I'pynna crpanun «O0beIuHEHHE TIOPTOB»

Ha crpanmmax »93Toil Tpymmel OTOOpakaroTcs OallaHCHMpOBKA HArpy3Ku (CTpaHuIa

«banancupoBka Harpy3km» (cMm. PucyHok 114)), Hactpoiika oObenuHenuit (crpanuna «Hactpoiika
oobenuHenui» (cm. PucyHok 115)) m nactpoitku LACP (rpynma crpanun «LACP», crpanwuia
«Hactpoiika moptoB» (cM. Pucynok 116)).
Crpanuna «barancupoBka Harpy3Ku» MO3BOJISIET BHIOPATh BBIXOAHOHN MOPT OOBEAMHEHHS HA OCHOBE
pexkuma Hash Mode: XOR wim HASH (mogpoOnee cm. pasmen “OO0beauHeHHE MOPTOB” B
“PyKOBOJICTBE IO IKCIUTyaTalluk~ KOMMYTaTopa);

Crpanuna «Hactpoiika moptoB» B rpymre ctpanul; LACP no3Bonser BoiOpats pesxkum LACP

1 mopta — Active miu Passive.

HUzm. |Iloxm. | Jlata
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BanaHcupoBKa Harpy3sku

BeIGUpaTh BbIXOAHOM NOPT 0ObEOHHEHWA Ha OCHOBE

COAepHKMMOro nakeTa hd

Pucynok 114 — Ctpanuna «banancupoBka Harpy3Ku»
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HacTtpolika o6beauHeHUI

Homep

Mopt 1

Mopt 2

126

Mopt 3

Pucynok 115 — Ctpanuna «Hactpoiika o6beauHeHu»

N3m.

IMonam.

Jlara

MNopt 4

Mopt 5
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HacTpoiika noptos

Mopt Pemum LACP
1 Active
Active
Active
4 Active
Active
6 Active
Active
Active
Active
10 Active
1" Active
12 Aclive
13 Active
1 Active
15 Active
16 Active
17 Active

D

Pucynok 116 — Crpanuna «Hacrtpoiika mopToB»
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2.5.9 I'pynna crpanunn «QoS»

B rpymny crpanun «Q0S» BxomaT crpanuisl «[Ipuoputersl moptoB» (cMm. Pucynok 117),
«IIpodumm QoS» (cm. Pucynok 118), «Hactpoiika mopros» (cMm. Pucynok 119), «3amena npuopurera
DSCP» (cm. Pucynok 120), «Otpaxenue npuopurera DSCP B npoduis Q0S» (cMm. Pucynok 121),
«Otpaxenue npuopurera UP B mpodpuns Q0S» (cm. PucyHok 122), «®unbTpanusi BBIXOIHOTO
tpaduka» (cMm. Pucynok 123), «Orpannyenne BXoaHoro tpaduka» (cMm. Pucynok 124).

Ha crpanune «[IpuoputeTsl MOPTOB» OTOOpAKAKOTCS M 3a/alOTCS 3HAYCHUS TPUOPUTETOB
MOPTOB KOMMYTATOpa 10 YMOJIYaHUIO.

Ha crpanune «IIpodumun Q0S» oToOpaxaroTcss M HACTPAMBAIOTCS MapamMeTpbl mpoduieid Q0S
(kmacc Tpaduka, mpuoputet orbpacsiBanust, moie UP, mome DSCP).

Ha crpanune «Hactpoiika mopToB» oToOpaXkaroTcs U HacTpauBaroTcs pexxuM QO0S, mpoduiis
QoS, 3amena noseit DSCP u UP.

Crpanuna «@uibTpanys BbIXOAHOIO TpaduKa» MO3BOJISIET HACTpauBaTh (PUIBTPALIUIO
(IpUHYAUTENBHBIA OTOPOC) MHOTOQJIPECHOTO W/WIIM 3aTOILISIONICTO (OJHOAPECHBIA C HEU3BECTHBIM
aJipecoM HazHaueHUs) Tpapuka Ha KaXKIOM U3 TIOPTOB.

Crpannna «OrpaHuueHre BXOJIHOTO TpaduKa» MO3BOJSET HACTPOUTH BPEMEHHOE OKHO ISt
pasHoii ckopoctr padoTsl moptoB (10, 100 mim 1000 Mbit), 3HaueHre cyMMapHOTO BXOJHOTO Tpaduka
(B BHJE YMCIIA TTAKETOB), Pa3pPEUINTh WM 3alPETUTh OrPaHHYCHHE OJHOAJPECHOTO, MHOTOAAPECHOTO,

IMAPOKOBCIIATCIBHOI'O U 3aTOIJIAIOIICTO Tpacpm(a.

HUzm. |Iloxm. | Jlata
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MpuopuTeT noptos

MpUOpUTET NOpTa Mo yMONuaHHi

Pucynok 117 — Crpanuna «IIpuopurersl nopToB»

129

N3m.

IMonam.

Jlara




Mpochunu QoS

MNpodune

0

1

10
1
12

13

Knacc Tpachuka

0

0

=

=

=

=

=

=
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MpuopTeT oTbpackiBaHKA

0

0

=

=

=

=

=

=

Pucynok 118 — Crpanuna «IIpodumu QoS»

MNone UP

N3m.

IMonam.

Jlara

Mone DSCP
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HacTpoliika noptoB

Mopt Pexxum QoS Mpochunun QoS 3ameHuTb none DSCP 3ameHuTs none UP
1 Untrusted 0
2 Untrusted 0
3 Untrusted 0
4 Untrusted 0
5 Untrusted 0
6 Untrusted 0
7 Untrusted 0
8 Untrusted 0
9 Untrusted 0
10 Untrusted 0
" Untrusted 0
12 Untrusted 0
13 Untrusted 0
14 Untrusted 0
15 Untrusted 0
16 Untrusted 0
17 Untrusted 0
18 Untrusted 0
19 Untrusted 0
20 Untrusted 0

Pucynok 119 — Crpanuna «Hacrtpoiika mopToB»
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3ameHa npuoputeta DSCP

Mpuoputer DSCP 3amena npuoputeta DSCP
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7
8 )
9 9
10 10
1 "
12 12
13 13

Pucynok 120 — Crpanuna «3amena npuopurera DSCP»
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OtpaxeHue npuoputeta DSCP B npodune QoS

Mpuopurer DSCP Mpodmne QoS
0 0
1 0
2 0
3 0
4 0
=) 0
B 0
7 0
8 0
9 0

10 0
1 0
12 0

13 0

Pucynoxk 121 — Crpanuna «Otpaxenue npuopurera DSCP B mpoduns Q0S»
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OTpaxeHue npuoputeta UP B npocunb QoS
Mpuoputet Up NMpoduns QoS

0 0

1 0

2 0

3 0

Pucynok 122 — Ctpanuna «Otpaxenue npuopurera UP B poduiie Q0S»
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dunbTpayusa BelxogHoro Tpaduka

Mopt OT6paceiBaTh 3aTonNAKWKWA TPadnk OT6pacbiBaTk MHOrOagpecHbIn Tpadvk

Pucynok 123 — Ctpanuna « DuibTparius BEIXOIHOTO TpaduKay»
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OrpaHu4eHne BxoaHoro Tpaduka

Paawep BpemenHoro oka AnA ckopocTh 10 Mbit
256

Pa3smep BPBMEHHOMD OKHE A CkopocTH 100 Mbit
256

Pasuep BpeMesHoro okia ANA ckopocTk 1000 Mbit

256
Nopt. Cuerumx (naxetos) PaspewuTs orpanmsenne 0gHoaapectoro Tpadmxa
1
2 0
4
6 0
0
9
10
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Tpadmka PaspewnTs orpat

Tpachuka

Paspewnts

Pucynok 124 — Ctpanuna «OrpaHudeHne BXOJAHOTO Tpaduka»

N3m.

IMonam.

Jlara

Tpadmka
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2.5.10 I'pynna crpanun «ACL»

B rpynny crpanui « ACLy BxoasaT ctpanuibl «O0mme HacTpoiku» (cM. PucyHok 125Pucynok
125 — Crpanuna «O0mme HacTpoiikmy.) U « Tabnuia ACLy» (cm. Pucynok 126).

Ha crpanune «OO0mme HaCTpOWKM» OTOOpaKaeTCs M 3aaeTCs 3HAUCHUE CMEIICHUS W Hadaja
cMmenieHust s nposepsembix ACL OaiiToB makera. Bcero MokeT OBbITH 3a/1aHO 10 6 TPOBEPSEMBIX
OaiiT, oommx juist Becex nmpaBmi ACL. Hauana orcuera cMereHus MOKeT ObITh OT Havaia HHGOpMAaIH
ypoBHsi L2 (s GaiitoB 1 u 2), or Hayana uadopmauuu L3 (mms Bcex OaiitoB) mim L4 (s Beex
0aiTOoB).

Ha crpanune «Tabauna ACL» otoOpaxkarorcs u 3amarotcs npasmia ACL. Beero MoxeT ObITH

710 256 mipaBUII.

OBLmne HacTPonKK

Baiit 1 Hayano/cmeleHue L3 v 0
baiT 2 Hauano/cMelleHue L3 ~ 0
Bait 3 HadanofcmeleHne L3 v 0
BailT 4 Hauano/cMeLLeHue L3 v 0
BaiTt 5 HadanofcmeleHne L3 v 0

Baiit 6 Hauano/cMeLleHue L3 ~ 0

Pucynok 125 — Ctpanuna «OO0miue HacTpOHKm.
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Tabnuuya ACL

Woentudmratop

Tun
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Mopt

138

VLAN ID/Macka

MAC agpec WcTo4HKKal
Macka

Pucynok 126 — Crpanuna «Tabmauma ACLy.

N3m.

IMonam.

Jlara

MAC anpec npuer
Macka
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2.5.11 I'pynna crpanun «be3onacHoCcTb»

Ota rpynmna coaepkut rpynmnsl crpanul] «802.1X», «RADIUS» u crpanuny «OrpaHudeHue
yrpaeieHus ¢ noptos» (cM. Pucynok 130).

Ha crpanunax rpymmer «802.1X» oroOpaxatoTcst HacTpoiiku (ctpanuna «['moGanbHbie
Hactpoiikm» (cM. Pucynok 127), «Hactpoiiku mopros» (cMm. Pucynok 128)).

Ha crpanune rpynmel «RADIUS» oTtoOpaxkaroTcs HACTpOHKH CEpBEpPOB (CTpaHMIIA
«Hacrpoiiku cepBepoB» (cM. Pucynok 129)).

Crpannna «OrpaHnYeHHEe YOpaBICHHS C IOPTOB» IIO3BOJIICT PA3pPELINTh WM 3alpeTUTh

yHpaBJICHUEC KOMMYTATOPOM C IIOPTOB.

HUzm. |Iloxm. | Jlata
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MobanbHble HACTPOUKU

PaBora IEEE802.1X

3anpelweHa e

TPOTOKON ABTOPU3ALMK

NokanbHan baza v

Pucynoxk 127 — Ctpanuna «I 1o6anpHbIe HACTPOMKI
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HacTpoliku noptoB

Mopr

Pexum nopta

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Force authorized

Mepron THWHHE!

60

60

60

60

60

60

60

60

60

60

60

60

60

60

60

60

60

60

60

60
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30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

Mepuon BoIAaYM

TaWmayT cynnnukaHTa

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

TakimayT cepBepa

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

30

Pucynok 128 — Crpanuna «Hactpoiiku moptoB»

N3m.

IMonam.

Jlara

Konuuecteo NOBTOPHbIX
3anpocos

2



HacTpolku cepeepoB

Wupekc

Anpec
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Homep notpa (ayTenTudpukaTop)

Pucynok 129 — Crpanuna «Hactpoiiku cepBepoB»

TaimayT

N3m.

IMonam.

Jlara

KonuuecTeo NOBTOPHLIX Nepena4
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OrpaHuyeHVe ynpaBneHus ¢ NopToB

Mopt PaspewuTb ynpaeneHne KOMMyTaTopoM C AaHHOTO MopTa

1o 0000000000000

Pucynoxk 130 — Crpanuna «OrpaHndeHne yrnpasiaeHHs ¢ IOPTOB»
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2.5.12 I'pynna crpanun « MOHUTOPHUHI

B rpynmne «MoHuTOpHHD» conepkutcsi crpanuna «Otpaxenue moproB» (cMm. Pucynok 131),
KOTOpasi MO3BOJIET HACTPOMUTh 3€pKaIMpOBaHKE (OTPaKEHHUE) NOPTOB: YKa3aTh MOPT-IPUEMHUK IS
OTPaXEHUS BXOJAIMX (MCXOISAIIMX) NAKETOB U Pa3pelIMTh OTPAKEHUE BXOASIIUX (MCXOASALIUX)

IMIaK€TOB HAa OJHOM WJIM HECKOJIBKUX ITOPTax.

OTpaxeHue nopTos
MNopT-NPHeMHIMK ANA OTPEKEHNA EXOAALLMX NAKETOR
Mopr 1 ~
NopT-NPHEMHAK ANA OTDAKEHUA UCXOARALUMX NAKETOR

Mopr 1 v

Mopr PaspewnTs OTpaxeHue BXORILMX NakeTos PaspewnTs oTpaxeHHe HEXOARLIMK NakeTOB

Pucynok 131 — Crpanuna «OTpakeHue mopToB»
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2.5.13 I'pynna crpanun «{onoJJTHUTEJIbHO»

I'pymnna crpanui «JlomomHureasHo» comepskut crpanuily « DHCP Local Relay» (cMm. Pucynok
132) u rpymnmy ctpanui; «SNTPy.

Crpannna «DHCP Local Relay» mo3Bonsier HacTpanBath BKJIrOueHHe W oTkioueHne DHCP
Local Relay (options 82).

I'pynna crpanuir «SNTP» comepxkut ctpanuisl «Hacrpoitku SNTP» (cm. Pucynok 133) u
«YacoBoit mosic» (cM. Pucynox 134) m mosBomser HacTpouTh aapeca aByx cepBepoB SNTP wu

YCTaHOBUTb YaCOBOM I105C.

HUzm. |Iloxm. | Jlata
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DHCP local relay

PazpelwmTs DHCP Local Relay (options 82)

Pucynok 132 — Crpanunia «DHCP Local Relay»
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HacTtpoika SNTP

Pe3peluuts SNTP
Anpec nepsoro cepeepa SNTP
0.0.00

Anpec gToporo cepsepa SNTP
0.0.0.0

VIHTEpBAN Onpoca (CeKyHabI)
720

Pucynok 133 — Crpanurna «Hactpoitku SNTP»
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YacoBoW nosc

utc Yaco! MHHYTH

+ v 0 0

Pucynok 134 — Ctpanura «HacoBoii mosicy
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2.6 Crpanuna «O0HoB/JIeHne BcTpoeHHoro I1O»

Ha crpanune «O6HOBieHHE BcTpoeHHOTro [1O» (cM. PucyHok 135) oToOpaskaercst Tekyimas
Bepcus 10, mpomuBku IPMI u anmapatnas Bepcust komMmmyTtaropa. Tak ke Ha 3TOH cTpaHMIIE
OTOOPaKAKOTCS JIEMEHTHI yIpaBieHus i ooHoBieHus [10 kommyTaTopa u npomuBku [PMI.

OG6HoBiieHHEe BCTpoeHHOTo 10 MOXKET OCyIIeCTBISATBCS ABYMs CIIOCOOaMH: 110 mpoTokoiy tftp
u uepe3 Web.

Jnst ooHOBieHMs BctpoeHHOro [10 kommyTaTopa 1mo npotokody tftp HeoOxoauMMo BBECTH UM
¢aiina npomuBky, IP agpec KOMIbIOTEpa, Ha KOTOPOM yCTaHOBIEH tftp-cepBep M HakaTh KHONIKY
«OGHOBUTH KOMMYTATOP».

Jnst obHoBieHus BcTpoeHHoro 10 xommyraTtopa uepes Web HeoOX0IuMO HaaTh KHOIKY
«Boi0patp (haitim», B OTKpBIBHIEMCS OKHE BBIOpAaTh HEOOXOAMMEBIN (aili M MOATBEPIUTH BHIOOP
HaxatueM KHONKHU «OTkpbITh». Ilocne uero HaxaTh, CTaBLIYIO JOCTYMHOHM, KHONKY «OOHOBHTH
KOMMYTaTop».

OOHOBJIEHHE OCYIIECTBIISIETCsT yepe3 oo u3 Ethernet mopros kommyrtatopa. B mporecce
OOHOBJIEHHS B pazjefie OTpakaeTcs mpoliecc OOHOBIEHUS U cooOmieHus o0 omubkax. Bpewms
ob6HoBNeHHs — okosio 10 MunHyT. [locne 3aBepiieHHss OOHOBIEHUS KOMMYTAaTOp OyJIeT aBTOMaTHYECKU
nepe3arpyskeH.

OonoBnenue mpomuBky IPMI MokeT ocymiecTBIATECS ABYMS CIIOCOOAMU: 1O MpOTOKoy tftp
u uepe3 Web.

Hns oonoBnennss npoumBku IPMI mo mportokomy tftp HeoOxomumo BBectH ums (aiina
npomuBkH, IP agpec kommnbproTepa, Ha KOTOpOM ycTaHOBIIeH tftp-cepBep u HaxkaTh KHONKY «OOHOBHUTH
IPMI».

s oonosienus npomuku IPMI gepes Web neoO6xoanmo HaxkaTh KHONIKY «BbeiOpats daiiy,
B OTKpBIBIIEMCS OKHE BbIOpaTh HEOOXOAUMBIN (haill M MOATBEPAMTH BBHIOOP Ha)KaTHEM KHOIKU
«OTKpBITHY. [OCHe yero HaxkaTh, CTaBIIYIO TOCTYNHOM, KHONKY «OGHOBUTH IPMI».

OOHOBIIEHHE OCYIIECTBIISIETCsT yepe3 oo u3 Ethernet mopros kommyratopa. B mpomecce
OOHOBJIEHHS B MOJAJIBPHOM OKHE OTpa)kaeTcs TMporecc OOHOBICHHsS. Bpemsi 0OHOBIEHUS — OKOJIO 5

MHHYT.
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OB6HoBNEeHue

Tekywan eepcua npolwmekn: 1.9.1
AnnapaTtHadA BepcuA KoMmMyTaTtopa: 1.2.0
Tekyllaa eepcua npolwmnesy IPMI 1.8

QOHOBMEeHWe NpoLlwmneky no titp OoHoBNeHWe npolwwer no WEB uHTepdeicy
MA chaina NpoLMERK daiin He BbIBpaH
IP agpec TFTP cepeepa

0.0.0.0

e

Pucynox 135 — Crpanunna «O6noBIIeHHE BcTpoeHHOTO [10» ESP-6UC

BHUMAHHUE!

B Teuenue o6HOBIeHus1 nporpamMmHoro obecnedenus 3AIIPEINAETCA:

- OTKJII0YAaTh NUTAaHHE KOMMYTAaTOpa;

- oTKJIIYaTh Kaleiab or Ethernet-mopra kommyratopa, 4epe3 KOTOPbIH OCYLIECTBJISIETCS
00HOBJIEHHE;

- moaaBaTh kakue-au00 koManabl o CLI, TELNET, SNMP noka He 3aKOHYHTCH O0HOBJIEHHE

MPOrPaMMHOTI0 oDecreveHusl.
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3 Onucanue nmapamMeTpoB CTATUCTUKHU

SEND (Bsi1ano)

Bytes

BaiiT BBITAHO, BCETO
OObu1ee KonuyecTBO 0T, IepeTaHHBIX B CETh.

Unicast frame

OnHoaIpecHBIX KA/IPOB, BHIIAHO
OOmiee kommyecTBo xopommx Ethernet-xaapos, koTopbie ObuIH
HOCJIaHBI 10 HHIUBHIyaIbHOMY (Unicast) aapecy

Multicast Frames

MHoroaapecHbIX Ka/IpOB, BbIIAHO
O6mee kommyectBo xopommx Ethernet-kampos, koropsie ObLIH
1oCJIaHbl 1o rpynmosomy (multicast) agpecy

Broadcast Frames

IlInpoxoBemaTebHBIX KAAPOB, BHIIAHO
Oomiee konmyecTBo xopommx Ethernet-kaapos, koTopbie ObuIH
HOCJIaHBI 110 HIMpoKoBenarenbHomy (broadcast) aapecy

Pause Frames

Kaapos ynpasJjieHUsI IOTOKOM, BbIIAHO
OO0riee KOMMYECTBO KaapoB ympasienus morokom (flow control
frame), KoTopbie ObUTH MOCIIAHBI B CETh

RECEIVED (Ilpunsito)

Bytes

BaiiT npunsiTo, X0pomux
KonunuecTBo npuHATHIX OalT

Unicast Frames

OnHoagpecHbIX KaApOB NPUHATO, XOPOLINX
KonnuecTBo NpUHATHIX KaJApOB

Multicast Frames

I'pynmoBbIX KaapoB, XOPOIINX
OO01iee KOJIMYECTBO MPHUHATBHIX XOPOIIMX KaJpoB, COJAEPIKALIUX
rpynmnoBoii (multicast) ampec

Broadcast Frames

IIInpokoBemATEILHBIX KAAPOB, XOPOIIHX
OO0r1iiee  KONMMYECTBO MPHHATBHIX XOPOIIMX KaaApOB, COICPIKAIINAX
mpokoBerarenbHblii (broadcast) agpec

Pause Frames

Kaapos ynpasJieHus1 IOTOKOM, XOPOLIUX
O0b11ee KOJIMYECTBO MPUHSITHIX KaAPOB YIIPABJIECHUSI IOTOKOM

64

Kanpos numnoit 64 6aiita, npuHATO
OO0miee KOIMYECTBO MPUHATHIX KaJIpoB (BKJIIOYas U IUJIOXHE),
pasmepoM 64 Gaiita

65-127

Kanapos nimnoii 65-127 6aiit, npuHATO
OO0mee KOMMYECTBO TMPHUHATHIX KaapoB (BKIIOUAs W IUIOXHE),
pasmepom ot 65 o 127 Gaidr.

128-255

Kanpos niunoii 128-255 6aiiT, npuHsTo
OO0miee KOMMYECTBO TMPHUHATHIX KaapoB (BKIIOUAs W TUIOXHE),
pasmepom ot 128 mo 255 GairT.

256-511

Kanpos nimnoii 256-511 0aiiT, npuHATO
OO01iee KOJIMYECTBO MPUHATHIX KaJIpoB (BKJIIOYas U IUJIOXHE),
pasmepoM ot 256 1o 511 GailT.

512-1023

Kanpos numnoii 512-1023 6aiiTa, npuHATO
OO0mmee KONMMYECTBO MPHUHATHIX KaapoB (BKIIOYAs W IUIOXHE),
pasmepom ot 512 mo 1023 Gaiit.

1024-max

Kanpos nimnoii 1024-max 6aiiT, NpUHATO
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OOmiee KONMYECTBO NPUHATHIX KaJIpoB (BKJIIOYash W IUIOXHE),
pasmepom ot 1024 10 MakcHUMaJILHOTO pazMmepa OaiT.

ERRORS (Omuoxn)

Bad receive bytes

CyMMapHaﬂ AJIMHA BCEX KaApPoOB € OIIHOKaAMM

CRC error

Omuoox CRC, npunsito
OOmiee 4YHCIO MPUHATBIX KaJpPOB C HEBEPHOW KOHTPOJIBHHOM
CYMMOIi He BKJIIOUEHHBIX B Fragments u Jabber Frames.

Oversize frames

Boabmmx KaapoB, MPUHATO — OOIIEe YUCIIO MPUHATHIX KaJIPOB,
KOTOPBIC MMEJIH BEPHYIO KOHTPOJIBHYIO CYMMY M MMEJH CIIMIITKOM
OOJIBIIYIO JJIMHY.

Undersize Frames

Kopotkux kaaposB (<64 0aiT), npuHATO
OO01iee YMCIO MPUHATHIX KaJpoB, KOTOpPBIE HMMEIHU BEPHYIO
KOHTPOJIHYIO CYMMY M MMEJIH JUTHHY, MEHBIIYIO, 4eM 64 Oaiita.

Koanusnii

Collision .
OO0111€€ KOJIMYECTBO KOJUIM3UM B JUHUH.
IMo3aanx koJLIN3NI
Late Collision OO111ee  KOJIMYECTBO KOJUTM3HM, MPOU3OMICAIINX B JHHHUU, MOCIE

nepeaaur nepBbix 64 0alT Kajapa.

Excessive Collision

Kaapos oropomeno
O0miee  KOJIMYECTBO  KaJapoB
OCJIEI0OBATENbHBIX KOJJIU3UU.

OTOpOIIICHHBIX  W3-3a 16

MHO:KeCTBEeHHBIX BbIJIa4

Multiple Sent
KonngecTBo MOBTOPHO BBIIABAEMBIX KaJPOB.
®parMeHToB, IPUHATO
Fragments OO0miee 4YMCIO TPUHATHIX KaJIpoB, KOTOPbIE HUMEIHU HEBEPHYIO
KOHTPOJIbHYIO CYMMY U MMEJIH JUIMHY, MEHbIIYI0, 4eM 64 Gaiira.
Kanpos BbI1aHo ¢ 32/1ep:KKOM
Deferred OO1ee 4yKMCIO YCHEHIHO MepelaHHbIX KaJIpoB, BblAaya KOTOPBIX

OTKJIaJbIBAJIaCh M3-32 3aHATOCTH CpeAbl Nepenadyd IMpH MepBOil
HOTIBITKE BHIJIAYH.

MAC Transmit Error

Ommnobok Bei1aun Ha ypoBHe MAC
Oburee yncno omnbok Belgauu 3apukcupoBaHHbix MAC ypoBHeEM.

MAC Receive Error

Ommndok npuema Ha yposue MAC
Oo6mee yncno ommbok npuema 3adukcupoBanHbix MAC ypoBHEM.

Drop

BxoaHbIX KaApoB 0TOPOIIEHO
OO0mee KONMMYECTBO BXOJHBIX KaJpoB OTOPOIIEHHBIX U3-3a
HEJ0CTaTKa MECTA B NAMATH KOMMYTATOPA.

Jabber Frames

Jabber kaapos, npunsto
OOriiee YKMCIO TPUHATHIX KaapOB, KOTOPBIE HMEIH HEBEPHYIO
KOHTPOJIbHYIO CYMMY U CJIUIIKOM OOJIBUIYIO JUIMHY.

Bridge Drop

BXxoaHBIX KaIpOB 0TOPOLIEHO KOMMYTAaTOPOM
OO611ee KOIMYECTBO BXOJHBIX KaJpOB OTOPOILIEHHBIX 0 MpaBUiIaM
¢mIbTpanuu TpaguKa KOMMYTaTOPA.
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JIMCT PETUCTPALIMU U3MEHEHUI

Bxopasmumit
Howmepa nucroB (cTpanuir) S

Bcero Ne compo-

JINCTOB BOJIUTEIIb- v
Ne nokym. g | Hara
| M3MEHEH- | 3aMeHeH- | | AHHYIHPO- (cTpanwm) HOT'O =)
E HBIX HBIX BaHHBIX B IOKYM. JIOKyMEHTA g
=~ U IaTta =
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